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Preface

The traditional military environments of ground, sea, and air have been expanded to
include a cyber environment. The cyber environment is not a separate area, but
rather cyber-threats and attacks manifest in all other environments.

Cyber battlespace and unmanned capabilities have lowered the threshold of
warfare, and at the same time changed the traditional war—peace setting. During the
cold war, a concept known as a gray period was used, which was understood as the
time before the actual war. Hybrid warfare has created a state that can precede
traditional war, appear after the war’s activity phase or without traditional warfare.
A new paradigm of warfare is replacing the traditional model of declaration of war
and the creation of a peace treaty, by creating a state in which war is not declared
nor is a peace treaty made. The target of hybrid warfare has to live rather long
within a state of conflict and instability, where cyberspace is increasingly the target
of activities.

New elements are being merged to form the warfare of the 2020s, especially in
the cyber environment, the aim being to stay under the threshold of war.
Deliberately maintaining instability with non-kinetic operations, especially in the
case of a superpower, can justify presence and operations in a certain region.
Operations are justified as peacekeeping, maintaining stability, protecting one’s
own interests and citizens or assisting allies, which are all seemingly appropriate
activities. The cyber environment has created a new state through which to influ-
ence the regions of other countries by taking advantage of different military and
nonmilitary means to achieve goals by political and military pressure.

The new capabilities of armed forces have created new opportunities for the
kinetic and non-kinetic use of force in the cyber environment. This environment
needs to be able to seamlessly integrate manned and unmanned platforms working
in the air, on the surface, beneath the surface, and in cyberspace. Through new
systems, targets can be more effectively spotted, monitored, and identified, troops
can be lead, and weapons systems can be guided to achieve the desired impact.

Forming a real-time situational picture and shared situational awareness needs to
happen even faster. The leading process needs information content as accurate and
timely as possible, in order to execute centralized command and decentralized
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operations and protect its own operations in the cyber environment. Grounds for the
use of resources have to be created faster than the adversary can effect their decision
process, by analyzing the situational view and the adversary’s operations, goals and
capabilities.

Systems thinking is emphasized in the development of cyber influence. In
strategic thinking, the focus needs to be given to system influence and not to
individual targets. Military operations require accurate analysis, with the emphasis
on the adversary’s focus, critical structures, and vital functions and their vulnera-
bilities. Only through this kind of comprehensive approach can strategic goals be
achieved with kinetic and non-kinetic operations. The target of cyberattacks is not
only armed forces but also the society’s critical functions. The critical functions of a
society need to be protected in all circumstances.

Currently in international politics the emphasis is on cyberpolitics, which
describes the cyber environment primarily as a political operational environment.
Matters of cybersecurity are more prominent and given more importance in inter-
national forums and organizations, such as OSCE, EU, NATO, OECD, and the
European Council.

Superpowers have compared cyberattacks to military actions, which can be
responded to by all means necessary. For now, cyber operations have been inter-
preted as so-called soft operations, which is why the threshold for their use is lower
than that of traditional military operations.

The openness of cyberspace enables entities to launch attacks from around the
world by taking advantage of system vulnerabilities, which can be found in the
actions of individual, the operational procedures of organizations, and the infor-
mation technology in use. It is hard to protect against complex and advanced
malware. Attackers are hard to identify in the abstract, let alone determining their
true identities. Cyberspace has changed international dominance. It creates the
possibility for small countries and non-state actors to operate efficiently. In
cyberspace, size and mass no longer dominate; know-how is now paramount.

Jyviaskyld, Finland Dr. Pekka Neittaanméki
May 2017 Dean, Professor
Dr. Martti Lehto

Professor
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The Modern Strategies in the Cyber m
Warfare e

Martti Lehto

Abstract As there is no generally accepted definition for cyber warfare, it is a
term that is quite liberally used in describing events and actions in the digital cyber
world. The concept of cyber warfare became extremely popular from 2008 to 2010,
partly superseding the previously used concept of information warfare which was
launched in the 1990s. For some, cyber warfare is war that is conducted in the
virtual domain. For others, it is a counterpart to conventional “kinetic” warfare.
According to the OECD’s 2001 report, cyberwar military doctrines resemble those
of so-called conventional war: retaliation and deterrence. Researchers agree with the
notion that the definition of cyberwar should address the aims and motives of war,
rather than the forms of cyber operations. They believe that war is always widespread
and encompasses all forms of warfare. Hence, cyber warfare is but one form of waging
war, used alongside kinetic attacks. The new capacities of armed forces create new
possibilities, for both the kinetic and non-kinetic use of force in cyberspace. Cyber
era capabilities make possible operations in the new nonlinear and indefinite hybrid
cyber battlespace. It must be possible to seamlessly integrate the decision-makers,
actors and all types of manned and unmanned platforms in the air, on the surface,
under the surface, in space, and in cyberspace. The main trends that are changing
the cyber battlespace are networking, time shortening, the increase in the amount
of data, and proliferation of autonomous and robotic systems, as well as artificial
intelligence and cognitive computing.

Keywords Cyber warfare - Non-kinetic - Battle management

1 Introduction

Digitalization is taking place by leaps and bounds in the armed forces. In this dis-
course, computers are seen as robust equipment and the metaphors promise total
surveillance, efficient control, and technological solutions to several complex prob-
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lems in the battlefield. Information technology establishes and nurtures this develop-
ment by creating a real-time intelligence, surveillance, and command system, as well
as battlespace structures. These new digital structures in the cyber domain enable the
emergence of new threats (Edwards 1996).

This millennium carries on the technological development whose inception began
over 200 years ago. We are about to enter an era in which nanotechnology, high-
speed computing capability, and artificial intelligence are coupled with massive data
warehouses and their virtual networks. Technology has developed exponentially;
this being the case, future decades will generate new innovation at a continually
increasing rate (Weisbrook 2007).

The cyberspace environment can be characterized by the acronym VUCA: volatil-
ity, uncertainty, complexity, and ambiguity. Cyberspace is both linked to and distin-
guished from air, land, sea, and space in that it is a man-made domain established
using electronic technology and software, firmware, and hardware programs specifi-
cally designed to manipulate electromagnetic energy into encoded signals (Scherrer
and Grund 2009).

The armed forces’ new capabilities create new opportunities for the kinetic and
non-kinetic use of force in cyberspace. Cyber age capabilities make it possible to
function in the new, nonlinear and only vaguely demarcated hybrid battlespace. For
this purpose, it must be possible to seamlessly integrate both manned and unmanned
platforms that operate in the air, and both on and below the surface, as well as in
space and cyberspace. New systems can better detect, track, and identify targets,
command troops, and guide weapon systems to achieve their intended effect. Time
and information become paramount in this operating environment. A real-time situ-
ational picture and shared situational awareness must be achieved ever more rapidly.
The command process demands precise and correctly timed information, even when
units are moving, to implement centralized command and dispersed action, and to
carry out force protection in the cyber battlespace.

Present warfare is totally dependent on the C5ISR system (command—control—
communication—computers—cyber—intelligence—surveillance-reconnaissance). The
command and control, coordination and communication of the military operations
require a functional C5ISR system. The C5ISR system is the most vulnerable part,
and therefore it should be the most important object in the cyber defense of the armed
forces. The C5ISR system of today’s defense systems is a complex behemoth from
the radios, radars, and mainframes, to the PC devices, to the embedded and cyber-
physical systems. The C5ISR system uses the data networks of armed forces, and in
addition the Internet, civilian networks, wireless solutions, navigation systems, and
radio networks of the wide frequency range. The networked CSISR system also con-
tains a huge variety of vulnerabilities. Hostile penetration is possible in any given part
of the system and the attack can cause problems for radar surveillance, telecommuni-
cations or the air defense system. It can paralyze the fire control system, positioning
system, and the satellite or mobile communication systems. The complexity of the
system makes it impossible to totally eliminate the vulnerabilities and to identify and
track penetrations inside the system. The networking increases the efficiency of the
defense systems, but at the same time, more dangerous vulnerabilities arise.



The Modern Strategies in the Cyber Warfare 5

Cyber defense uses a variety of different sources and methodologies to mitigate
active threats, using fields such as incident response, malware analysis, digital foren-
sics, and even intelligence-driven defense. Cyber warfare may be the greatest threat
that nations have ever faced. Never before has it been possible for one person to
potentially affect an entire nation’s security. And, never before could one person
cause such widespread harm as is possible in cyber warfare. Cyber power will be
as revolutionary to warfare as airpower, but the current vectoring of the domain will
determine which nation will hold cyber dominance and to what effect (Alford 2009;
Lee 2013).

In the other warfighting domains, power is derived from the human ability to use
tools to manipulate the domain to their advantage. The same logic applies to power
in cyberspace. A useful definition of cyber power is the ability to use cyberspace to
create advantages and influence events in all the operational environments and across
the instruments of power (Kuehl 2009; Sorensen 2010).

2 The Shifting Nature of Warfare

2.1 Change in Networking

The operating logic of military operations is to link together collectors, decision-
makers, and effectors in a flexible and simple manner that improves situational
awareness, makes decision-making quicker, and increases the tempo of execution
and survivability. The required information infrastructure will be achieved by fusing
IT networks and ICT systems. Everything can be connected to everything else in
cyberspace.

Network centricity facilitates mobility, geographical dispersion, and the function-
ing of virtual organizations. Reliable, real-time dissemination, and the use of infor-
mation in the entire area of operations are the necessary prerequisite for change, and
a uniform situational picture must be taken all the way to the level of an individual
combatant, fighter, and ship. It must also be possible to control the information from
an “empty” area to facilitate one’s own operations.

Network-centric warfare, including all relevant changes in warfare, is associated
with a development in which the center of gravity has shifted from platforms to net-
works, where all actors merge into an adaptive ecosystem and in which the attention
is focused on strategic choices and optimal decision-making.

In US Defence Forces, Network Centric Operations (NCO) replaced the NCW
vernacular in 2003 to counter the view that network-centric concepts and capabilities
were only applicable to high-end combat; rather, it was desired that it will be known
that it was applicable to the full mission spectrum, including non-kinetic missions.
NCO is a real-time operation model designed to securely deliver mission-critical
information throughout the chain of command anytime, anywhere, to achieve an
advantage over an adversary. Its goal is to use relevant information to achieve the
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desired results of a military operation with minimal casualties, and at minimal cost.
NCO affects all levels of military activity, from the tactical to the strategic. At the
operational level, it gives commanders the capability to perform precisely, at an
efficient operational tempo. NCO is a collection of powerful organizational and
technical concepts. On the organizational side, it posits that organizations are more
effective when they bring “power to the edge,” that is, when they make information
freely available to those who need it and permit free collaboration among those who
are affected by or can contribute to a mission. This freedom brings the operational
benefits of better and more widespread understanding of the commander’s intent,
better self-synchronization of forces in planning and operations, fuller freedom of
movement with better information, and the ability to harness worldwide resources
on a global information grid without the need to bring all of those resources forward
into the area of operations (Sorensen 2010).

2.2 Change in Time

Time is one of the elements that is the most difficult to control in the battlefield.
Battle commanders realize that the great number of high tempo operations calls for
increasing efficiency in the ability to communicate with the troops carrying out the
operations. The modern battlefield demands the ability to swiftly change the center of
gravity so as to retain the initiative. This requires that the present command structures,
systems, and modes of operation be adapted to the transformed battlefield conditions
(Miller 1997).

The battle of the future will be more fluid, more dispersed, more accurate, and
of a higher tempo. Table 1 illustrates the change in warfare, from Boyd’s OODA
Loop (Observe-Orient-Decide-Act) perspective that has taken place over the past
two centuries (Miller 1997).

A fire support operation in the War in Afghanistan in 2001 serves as an example
of change from the perspective of time. At the end of November, during the Battle of
Kunduz, a Northern Alliance battle commander requested that the American forces
rapidly carry out an airstrike against a gathering of Taliban troops and tanks on a
ridge less than 2 km away. The commander demanded that the airstrike be carried out
within the same day. A member of the U.S. Special Forces immediately radioed the

Table 1 Change in warfare from the OODA Loop perspective

OODA loop | 1700 century | World WarI | World War II | Gulf War 1991 | Future War

Obverse Telescope Telegraph Radio Radar | Air and Space | Network
platforms

Orient Weeks Days Hours Minutes Continuous

Decide Months Weeks Days Hours Immediate

Act Per season Month Week Day Minutes
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request to the Combined Air Operations Center (CAOC) at Prince Sultan Air Base,
which ordered a B-52 bomber to drop 16 cluster bombs on the target. The crew of
the B-52, flying at the altitude of nine kilometers, never made visual contact with
their target, which was being laser-illuminated by the Special Forces. Rather than
striking the Taliban within 24 h of the request, they were engaged within 19 min.

In cyberspace, however, time, as it is traditionally understood in military affairs,
has become irrelevant. Theoretically, we can deliver a cyber payload from source to
target, from one point on the globe to any other, in less time than it takes an average
person to blink. Cyberspace has given us operations at the “speed of byte” (Hurley
2012).

The compression of time means that decision-makers—be they politicians, unit
commanders or individual combatants—have less and less time to react. With the
help of machines, we are about to migrate from the day/hour scale of decision-making
to operating on the minute/second scale. In order for us to be proactive, the military
surveillance, decision-making, and operation cycles must be honed to perfection and
networked.

The Slammer computer worm is yet another example demonstrating the change
in time; in 2003, it paralyzed a portion of Internet traffic. The attack commenced
on the morning of January the 25th, infecting its intended targets for the most part
within approximately 10-15 min. By paralyzing five of the thirteen DNS root name
servers, the worm caused a 30% reduction in Internet performance.

2.3 The Growth of Information and Data

Over the past decade, a new paradigm for scientific discovery has emerged due to the
availability of the exponentially increasing volumes of data from large instruments
and the proliferation of sensors and high-throughput analysis devices. Furthermore,
data sources, analysis devices, and simulations are connected with current-generation
networks that are faster and capable of moving significantly larger volumes of data
than previous generations (ASCAC 2013).

Of note, the Internet itself was deliberately designed to facilitate rapid expansion
and adaptability to technical innovation. The changes that prompt those adaptations
also occur at a rapid pace, as new, innovative, and often unanticipated technolo-
gies continue to alter the cyber landscape more rapidly than they change any other
technical realm (Hurley 2012).

Eric Schmidt, the CEO of Google, said in 2010 that “every two days now we
create as much information as we did from the dawn of civilization up until 2003.
That’s something like five exabytes (10'® bytes) of data”.

IDC (2014) estimates that, like the physical universe, the digital universe is
immense—by 2020, it will contain nearly as many digital bits as there are stars
in the universe. It is doubling in size every 2 years, and by 2020, the digital universe
of data we create and copy annually will reach 44 zettabytes, or 44 trillion gigabytes.
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Cyberspace’s dramatic growth contributes to its complexity and adaptabil-
ity. Unlike the physical domains, which are relatively constant in terms of size,
cyberspace is expanding exponentially in every significant respect. By mid-2011,
more than 2 trillion transactions had traversed cyberspace, involving 50 trillion giga-
bytes of data. Fast forward to 2025, when we can anticipate some 5.5 billion digital
denizens, representing 60% of the world’s projected population. They will use 25
million applications to conduct billions of interactions daily, generating or exchang-
ing 50 trillion gigabytes of data per day. The online masses will have roughly 3 billion
Internet hosts to choose from, each of which may feature thousands of individual
websites. For those people seeking to make sense of cyberspace, its rapid expansion
poses a compelling problem (Hurley 2012).

The volume, and status, of data is also radically changing within the military
operating environment. While the volume of data grows exponentially, processed
and analyzed data constitutes an increasingly important force multiplier. The forms
and means of presenting a situational picture that relies on compiled data are becom-
ing more multidimensional. This creates more possibilities for data analytics, while
simultaneously increasing the demands for security solutions in data management.

2.4 The Growth of Autonomous Systems and Robotics

ICT technology development facilitates the operation of various unmanned surveil-
lance and monitoring systems that have permeated the modern battlespace. The
robotic systems employed by the U.S. military have become ubiquitous. When the
United States attacked Iraq, it had but a handful of unmanned systems at its disposal;
only one Unmanned Aerial System (UAS) supported the entire V Corps. In contrast,
at the end of 2008 the military had, in all, 5,331 UASs with approximately 700 drones
supporting the very same V Corps. Altogether, 600,000 annual UAS flight hours were
logged in support of ground and air operations. Today the Unmanned Aerial Vehi-
cles are a fixed part of military intelligence, reconnaissance, surveillance and kinetic
operations. The Estonian Army has tested the new unmanned Themis Adder-combat
vehicle. USA DARPA (Defense Advanced Research Projects Agency) has developed
autonomous ACTUV (Anti-Submarine Warfare Continuous Trail Unmanned Vessel)
for submarine surveillance.

The development has created a situation in which it is possible to link each com-
batant and system into a wide information network; this facilitates dispersed opera-
tions and delegates authority so that more initiative can be taken by lower echelon
units—thus reducing friction in the fog of war. Unmanned systems have changed,
and will continue to change, action in the battlefield. However, by doing so, they
also increase the risk of cyberattacks, as autonomous machines keep taking over the
battlespace.
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2.5 Artificial Intelligence and Cognitive Computing

The history of artificial intelligence (Al) started in the early 1950s, when Arthur
Samuel (IBM) developed a checker-playing program that learned from experience.
Forty years later, IBM Research’s chess-playing program Deep Blue made history
when it beat Gary Kasparov, becoming the first chess-playing program to defeat a
reigning world champion. In February 2011, the world was introduced to Watson,
IBM'’s cognitive computing system that defeated Ken Jennings and Brad Rutter at
Jeopardy (Kelly 2015).

Cognitive computing refers to systems that learn at scale, reason with purpose,
and interact with humans naturally. Cognitive systems are probabilistic, meaning
they are designed to adapt and make sense of the complexity and unpredictability of
unstructured information (Kelly 2015).

Cognitive computing is the simulation of human thought processes in a comput-
erized model. Network defenders are facing a constantly increasing number of alerts
and anomalies every day. They have a huge workload in screening and prioritizing
these threats. New Watson for Cyber Security Watson is trained to automate the typ-
ical duties of security analysts. Relying on machine learning and natural language
processing, Watson for Cyber Security decides if a certain anomaly is a malicious
threat or not. The system will use its vast amount of data to decide whether a specific
security offense is related to a known malware or cybercrime campaign. Moreover,
it will determine the potential vulnerabilities, as well as the scope of the threat (Arar
2017).

Smart devices are becoming digital extensions of our minds—the cognitive part
of a human being. Al and cognitive computing with new platforms outsource our
decision-making. An Al device will be a personal assistant for decision-makers and
warfighters. In the future, Al systems will be with us like smartphones are today.
Al will also be an organic element of robotics in the battlespace. Unmanned robotic
systems controlled by AI will put combat sensors and effectors in hazardous areas
with no risk to human life. While Al technologies offer great benefits to cyber warfare,
at the same time, they create new threats in cyberspace (Kenny 2015).

On June 2016, former Defense Secretary Ashton Carter spoke of a new approach
to high-tech warfare that he called the Third Offset Strategy. Artificial intelligence is
at the heart of the Offset Strategy, not for the purpose of replacing human judgment,
but rather complementing it. Such seamless partnership between man and machine
requires trust between the two. Carter and his deputy, Bob Work, have said that
military Al might get its start in the increasingly overlapping worlds of cybersecurity
and electronic warfare, hacking and jamming, rather than in drone fighters or sci-fi-
style killer robots (Freedberg 20164, b).
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3 The Structure of a Cyber Network

The infrastructure of the armed forces’ cyber environment incorporates different
networks, as well as society’s other networks and the Internet. The military cyber
infrastructure merges all information networks, databases, and data sources into a
virtual system covering the entire nation.

“Cyber-" is a prefix standing for computer and electromagnetic spectrum-related
activities. The cyber domain includes the Internet of networked computers, but also
Intranets, cellular technologies, fiber-optic cables, and space-based communications.
Cyber power can produce preferred outcomes within cyberspace or in other domains
outside cyberspace. The cyber domain is a complex man-made environment (Nye
2011).

Martin C. Libicki’s structure for the cyber world uses a four-layer cyber world
model: physical, syntactic, semantic and cognitive. Using Libicki’s structure and
adding service as a fifth layer, we have a five-layer cyber world model: physical,
syntactic, semantic, service, and cognitive (Libicki 2007).

The physical layer contains the physical elements of the military communication
and information network. The first requirement for building a cyberspace is the
physical layer, which comprises all of the hardware required to send, receive, store,
and interact with and through cyberspace. This infrastructure includes items such as
cables, routers, transmitters, receivers, disk drives, computers, and interface devices.
It is the bridge between the medium used to transmit cyberspace, in the form of
airwaves and fiber-optic or copper cables, and the syntactic layer (Sorensen 2010).

The syntactic layer is formed of various military system control and management
programs and features that facilitate interaction between the devices connected to
the network. The syntactic layer uses protocols and software that have been created
to send, receive, store, format, and present data through the physical layer. This layer
can be further broken down into sub-layers, such as the seven layers of the Open
System Interconnection (OSI) Reference Model (Sorensen 2010).

The semantic layer is the heart of the entire network. It contains the information
and datasets in the armed forces data warehouses, different large-scale systems and
computer terminals, as well as different user-administered functions. Additionally,
for most military communications, this information should also be secure. Secure
information should follow the principles of information security, including confiden-
tiality, integrity, availability, authenticity, and nonrepudiation (Sorensen 2010).

The service layer contains all the ICT-based military services that the users use
in the network. The functional services are, among others, C2 and management
services, intelligence and surveillance services, maneuver services, fire control ser-
vices, logistic services, personnel services, construction services, and financial ser-
vices. The Common Core Services are, among others, service management, registry
services, geographic services, information management, collaboration services, and
information security.
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—— Cognitive layer

* Decision makers and warfighters information-awareness environment
* Contextual understanding of information

—— Service layer

* The digital services for Army, Nawvy, Air Force and Cyber Force
* The Common core services

—— Semantic layer

* Information and datasets in the Armed Forces data warehouses
* Information security methods

—— Syntactic layer

= Military system control and management programs and features
* Protocols and software: send, receive, store, format, and present data

—— Physical layer

* Physical military communication and information networks, cellular technologies
* Network devices, switches and routers, fiber-optic cables

Fig. 1 The five-layer military cyber world model

The cognitive layer provides the decision-makers and warfighters with an
information-awareness environment: a world in which information is being inter-
preted and where one’s contextual understanding of information is created. The
cognitive layer can be seen from a larger perspective as being the mental layer; it
includes the user’s cognitive and emotional awareness. Concepts related to emotions,
such as trust, acceptance and experience, are central to emotional awareness (Libicki
2007).

Figure 1 shows the five-layer cyber world model from a military perspective.

The primary benefits of cyber power are realized in joint action that maximizes the
complementary, rather than merely the additive, effects of military power. Operation
Iraqi Freedom (OIF) clearly demonstrated how cyber power can be used to play a
leading role in military operations and other forms of power. For example, during
OIF, the United States attacked the cellular and computer networks used by insurgents
to plan and plant roadside bombings (Sorensen 2010).

4 Cyber Age Command and Control Theory

According to USAF Colonel John Boyd (1927-1997), the objective of military
operations is to “penetrate the adversary’s moral-mental-physical being to dissolve
his moral fiber, disorient his mental images, disrupt his operations, and overload his
system, as well as subvert or seize those moral-mental-physical bastions, connections,
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or activities that he depends upon, in order to destroy internal harmony, produce
paralysis, and collapse the adversary’s will to resist” (Boyd 1986).

In order to achieve the desired end state, one must operate at a faster tempo or
rhythm than the adversary. In other words, Boyd’s warfighting aims to incapacitate
the adversary by not allowing him to spend enough time in the decision—action loop,
under the already cloudy conditions of war. War efforts must focus on (1) creating and
maintaining an amorphous and menacing world of uncertainty and (2) maneuvering
the adversary into a situation beyond his mental-physical capacity to adapt (Boyd
1986).

In A Discourse on Winning and Losing, John Boyd explains that an organism’s
fitness stems from the entity’s variety, rapidity, harmony, and initiative that allows
the organism to readily adapt. Cyber power is the ability to conduct operations in
cyberspace to create relative advantage, and cyber power enhances all the qualities
that contribute to a military’s fitness (Boyd 1987b; Bonner 2012).

Boyd (1986) argues that the goal of each operational model is to diminish the
adversary’s freedom of action while improving one’s own freedom of action and
the ability to act sooner than the adversary. Boyd’s (1987a) analysis and synthesis
consist of interaction and isolation. Boyd (1987a, b) argues that “this means we
are able to morally-mentally-physically isolate our adversaries from their allies and
outside support as well as isolate them from one another, in order to: magnify their
internal friction, produce paralysis, bring about their collapse; and/or bring about
a change in their political/economic/social philosophy so that they can no longer
inhibit our vitality and growth”.

Boyd further postulates: “In war we must operate inside the adversary’s
observation-orientation-decision-action loops, or get inside his mind-time-space,
to create a tangle of threatening and/or non-threatening events/efforts as well as
repeatedly generate mismatches between those events/efforts adversary observes, or
anticipates, and those he must react to, to survive. Enmesh the adversary in an amor-
phous, menacing, and unpredictable world of uncertainty, doubt, mistrust, confusion,
disorder, fear, panic, chaos and/or fold the adversary back inside himself. Maneuver
the adversary beyond his moral-mental-physical capacity to adapt or endure so that
he can neither divine our intentions nor focus his efforts to cope with the unfold-
ing strategic design or related decisive strokes as they penetrate, splinter, isolate or
envelop, and overwhelm him” (Boyd 1986).

According to Boyd’s analysis, the best way to paralyze and destroy complex
systems such as armed forces is to focus on the interaction of the most important
parts of the system. The destruction of communication and interaction between the
adversary’s vital elements would prevent his coordinated action. Boyd believed that it
was more important to disrupt communication and action between centers of gravity
rather than to engage the center of gravity itself (Kagan 2006).

Boyd said that we must not only think faster than our opponent, we must also move
faster than him. This OODA loop or decision cycle depends completely upon tactical,
operational, and strategic agility. “Without OODA loops we can neither sense, hence
observe, thereby collect a variety of information for the above processes nor decide
as well as implement actions in accord with those processes. Without OODA loops
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Fig. 2 The OODA “Loop” (Boyd 1995)

embracing all the above and without the ability to get inside other OODA loops (or
other environments), we will find it impossible to comprehend, shape, adapt to, and
in turn be shaped by an unfolding, evolving reality that is uncertain, ever changing,
unpredictable” (Boyd 1995).

Boyd’s OODA loop represents a popular military conceptualization of the modern
warfighting process. Boyd’s cyclical process focuses on the mind of the commander
as he or she continuously gathers information in the observe step, relates the new
information to their worldview in the orient step, decides what to do, and gives orders
for the force to act (Sorensen 2010).

The Boyd theory, according to which conflict is, in essence, about competitive
observation—decision—action cycles, explains many forms of combat on the tactical,
operational, and strategic levels. It offers a basis for the development of new and
improved battlefield tactics and for a better approach to operations.

Boyd combines his “Grand Strategy” with epistemology, portraying the decision-
making model as a cybernetic double-loop (Fig. 2). While simple in its essence, the
model is still intricate and comprehensive, encompassing a thoughtful process that
surpasses the idea of a rapid OODA loop (Osinga 2007).

The idea behind the OODA loop is that a person observes an event or situation,
evaluates the observation from different perspectives, decides on relevant counterac-
tions, and then executes these actions. This process is a continuous loop. Complex
organizations such as armed forces have multiple OODA loops in process simultane-
ously. While lower level loops are normally more agile than those at higher echelons,
they must be flexibly harmonized. Boyd believes that it is essential to maintain max-
imum agility and initiative in order to regularly carry out the actions at a fast tempo
and in an unpredictable manner (Kagan 2006).

According to Boyd’s synthesis, the armed forces that adapt and react faster in the
continuously changing battlefield environment will ultimately dominate. In other
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words, war is only a process of high-speed natural selection. A stationary army
(physically or virtually) that is committed to some form of individual rigid technology
will be rapidly defeated and annihilated (Mason 2003).

Tactical, operational, and strategic agility is an absolute prerequisite for the OODA
loop. Rather than simply thinking faster than the adversary, we must also outmaneu-
ver him in the physical and virtual battlespace. Agility, both mental and physical,
must be employed in operation centers and the battlespace so as to reap the maximum
benefits from rapid technological advancements (Shanahan 2001).

To develop or execute an effective plan, the commander should constantly analyze
the enemy’s OODA loop. The first question to ask is: What will the enemy observe,
or what is he observing now? Ideally, the enemy never observes the action you take
and is taken completely by surprise. In these cases, feints and demonstrations are
key to denying the enemy accurate observation (Bazin 2005).

This also applies to the enemy’s intelligence in the battlefield. Without solid
intelligence, the enemy will have difficulty in developing a plan. Denying the enemy
the ability to observe, or causing the enemy to be unsure of what he is observing, gets
inside his OODA loop, thus increasing the effectiveness of the commander’s plan.
If the commander denies the enemy the ability to accurately perceive the situation,
the enemy’s OODA loop will have nowhere to go. His orientation, decisions, and
actions will always be erroneous (Bazin 2005).

Boyd’s definition of the orient phase encompasses the manner in which the enemy
deciphers what he observes in terms of his cultural traditions, analysis and synthesis,
previous experience, new information, and genetic heritage. This is internal to a
subject going through the OODA loop. The commander analyzing the enemy should
strive to understand the factors that the enemy will use to make his decisions in order
to predict his actions (Bazin 2005).

The Boyd decision cycle is a way of looking at how people act within their
environment. If a commander can train his warfighters to minimize their reaction
time to tactical problems, train leaders to make sound and timely decisions, and
understand and interrupt the enemy’s decision cycle, he gains the advantage (Bazin
2005).

5 Cyber Age Effect-Based Operation Theory

USAF Colonel (ret.) John Warden (1943-) argues that all military activities must
be concentrated on the enemy’s center of gravity. “Every level of warfare has a
center, or centers, of gravity. If several centers of gravity are involved, force must be
applied to all if the object is to be moved. Perhaps the most important responsibility
of a commander is to identify correctly and strike appropriately enemy centers of
gravity. In some cases, the commander must identify specific reachable centers of
gravity, if he has neither the resources nor the authorization to act against the ultimate
centers. In any event, theatre operations must be planned, coordinated, and executed
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with the idea of defeating the enemy by striking decisive blows” (Warden 1998, p.
7).

The five-ring model (Fig. 3) is Colonel Warden’s representation of the enemy and
asystematic targeting model. For Warden, the most critical ring is the inner leadership
ring, because it is “the only element of the enemy that can make concessions”. All
actions ought to be “aimed against the mind of the enemy command or against the
enemy system as a whole”. If the leadership element cannot be hit directly, then the
task should be to apply sufficient indirect pressure to make the leadership conclude
that concessions are appropriate, further action is impossible, or that it is physically
unable to continue (Warden 1995; West 1999).

As for prioritizing the remaining rings, Warden argues that processes are the
next most important element, because when they are destroyed, “life itself becomes
difficult and the state becomes incapable of employing modern weapons and must
make major concessions” (Warden 1995; West 1999).

The third ring is the infrastructure. Critical infrastructure encompasses the struc-
tures and functions that are vital to society’s uninterrupted functioning. It comprises
physical facilities and structures, as well as electronic functions and services. “The
state system quickly moves to a lower energy level, and thus to a lesser ability to
resist the demands of its enemy” (Warden 1995; West 1999).

Regarding the population ring, “moral objections aside, it is difficult to attack the
population directly”. Warden does not advocate attacks, direct or indirect, designed
to affect the enemy population’s morale. He argues that a direct attack on civilians
is “morally reprehensible,” and that indirect attempts to influence enemy morale in
the past have been ineffective (Warden 1995; West 1999).

The last ring holds the fielded military forces of the state. Although we tend to
think of military forces as being the most vital in war, in fact, they are a means to
an end. That is, their only function is to protect their own inner rings or to threaten
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those of an enemy. A state can certainly be led to make concessions by reducing its
fielded military forces, and, if all of its fielded forces are destroyed, it may have to
make the ultimate concession simply because the command element knows that its
inner rings have become defenseless and liable to destruction (Warden 1995; West
1999).

Finally, Colonel Warden stresses that the five-ring model represents the compo-
nents of a modern enemy state, and that by attacking the entire spectrum, rather than
singling out the outer ring of fielded forces, the enemy’s armed forces will be isolated
from leadership to the point of becoming a nonentity. Accordingly, force-on-force
battles are no longer necessary or even desirable (Warden 1995; West 1999).

What made Warden’s model so useful is that it provided a way to break complex
systems down into subsystems that are more manageable and understandable. These
subsystems have centers of gravity that can be held at risk to influence the larger
system. At the strategic level, Warden’s subsystems can be viewed as target groupings
that affect national power and will. Targeting the various centers of gravity allows
us to achieve the desired effect on the system as a whole. Warden noted that fielded
forces may not have to be directly engaged if the adversary could be convinced to
surrender by attacking other centers of gravity, such as leadership or system essentials
(Arwood et al. 2010).

His rings concept predated the idea of a cyberspace domain, but he did recognize
the way in which information would play ahuge role in warfare, writing, “Information
will become a prominent, if not predominant, part of war to the extent that whole wars
may well revolve around seizing or manipulating the enemy’s datasphere” (Warden
1995). The storage, movement, control, and flow of information become the items
of interest as we look at warfare in cyberspace (Arwood et al. 2010).

When it comes to target selection, their number is not an end unto itself. Rather,
they should be considered as parts of a system. This means that by engaging a target,
one directly or indirectly engages another target. It is sensible to select the kinds of
targets that can generate the fastest long-term systemic change in the most economical
and effective manner (Warden 2000).

Warden maintains that it is possible to strike the adversary’s command and con-
trol process and system in three different cyber dimensions, i.e., the dimensions of
knowledge, decision-making, and communications. If it is possible to sufficiently
disrupt the adversary’s leadership element in any of the aforementioned dimensions,
his operational effectiveness will be dramatically degraded. The leadership element
is the real center of gravity and it is useful to strike it under all viable conditions. It is
possible to strike against each dimension directly or indirectly; the situation dictates
the optimum method. The decision-making dimension obviously plays the key role,
because without it, the remaining two dimensions have no purpose (Warden 1998,
2000, 2011).

Warden says that “we cannot think strategically if we start our thought process
with individual aircraft, sorties, or weapons or even with the enemy’s entire military
forces. Instead, we must focus on the totality of our enemy, then on our objectives, and
next on what must happen to the enemy before our objectives become his objectives.
When all of this is done rigorously, we can begin to think about how we are going
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to produce the desired effect on the enemy—the weapons, the delivery systems, and
other means we will use. It is imperative to remember that all actions are aimed
against the mind of the enemy command or against the enemy system as a whole.
Thus, an attack against industry or infrastructure is not primarily conducted because
of the effect it might or might not have on fielded forces. Rather, it is undertaken
for its direct effect on the enemy system, including its effect on national leaders
and commanders who must assess the cost of rebuilding, the effect on the state’s
economic position in the postwar period, the internal political effect on their own
survival, and whether the cost is worth the potential gain from continuing the war”
(Warden 1995).

6 Conclusion

Cyber power is critically important in joint warfare. Military cyberspace operations
should have as their priority the attainment and maintenance of cyber superiority and
cyber interdiction in support of kinetic operations. Additionally, operations aimed at
gaining and maintaining cyber superiority should concentrate on neutralizing enemy
cyberattack and cyber reconnaissance capabilities, followed by suppressing enemy
cyber defenses. Cyber interdiction attack operations should focus on the critical
information infrastructure of the opponent’s military capability. Together, cyberspace
superiority and cyber interdiction yield a powerful decision-making advantage in
joint warfare, the cumulative effect of which is to compel an enemy to make mistakes
that will likely prove fatal in due course (Bonner 2014).

We must understand the threat of cyber war. State actors, non-state actors or
individuals can attack a nation in cyberspace due to the low cost of entry, as well as the
attribution challenges. State actors will continue to pursue asymmetric advantages
using cyberspace in future conflicts through intelligence gathering and deception
operations, as well as physical cyberspace attacks (Cahanin 2012).

Military operations entail careful target analysis on the adversary’s centers of
gravity, nodes, and vital vulnerable targets. Only by employing such a comprehensive
approach can battle commanders at every level fathom how they can best achieve
their strategic goals through kinetic and non-kinetic operations. The operations will
be successful if the adversary’s vital nodes are attacked with all possible kinetic
and non-kinetic instruments. By doing so, it is possible to eliminate the adversary’s
ability to adapt to the situation and make him believe that he will sustain strikes all
the way from the physical layer to the cognitive. At that time, nothing will seem safe
any longer. Every time the adversary regroups according to the requirements of the
situation, the center of gravity shifts and the adversary’s other equally vital targets
are hit. Then, the adversary’s situational awareness will degrade and splinter before
he even knows what hit him (Shanahan 2001).
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Cyber operations emphasize the demand for speed and the extent of the action.
Defensive systems are vulnerable to cyberattacks within the entire sphere of the
battlespace. In cyberwar, there are no frontlines. Rather, warfighting occurs within
the extent of the battlespace. Cyberattacks and changes in attack vectors take
place extremely rapidly. Warfighting has shifted from the day/hour scale to the
minute/second scale.

This transition has already occurred in aviation. Previously, 100% of an aircraft’s
performance and capabilities were defined by hardware—the physical makeup of the
aircraft. Today, in the most advanced aircraft, 75% or more of the aircraft’s perfor-
mance and capability is dependent on the software. Without software, aircraft would
not be controllable or able to reach the desired performance capabilities (Alford
2009).

Cyberattacks do not only target the armed forces; they also strike at society’s vital
functions. Therefore, it must be possible to sustain society’s vital functions in all
situations.

Cyber warfare highlights Boydian thinking, according to which we must act and
react faster than the adversary. The OODA loop is particularly useful in modeling
and managing cyber operations. The cyber situation must be observed and evaluated
from several different perspectives, followed by making decisions on appropriate
action implemented at more rapid cycles than the adversary. The armed force that
can adapt and react the fastest to the ever-changing cyber battlespace environments
will dominate.

Boydian thinking also incorporates the need for agility at the tactical, operational,
and strategic levels. In addition to making decisions faster than the adversary, one
also needs to move faster, i.e., have the ability to operate faster than the adversary
in a cyber environment. When time constraints entail minutes and seconds, better
effectiveness and autonomous decision-making and operating processes are needed.

Boyd emphasizes the significance of our situational awareness and the ability to
deny the adversary his own situational awareness. Cyber warfare accentuates the
principle wherein, in the perfect world, the enemy never detects our action and will
be caught by total surprise. Furthermore, successful diversions are a must. Cor-
rectly employed feints and demonstrations are elemental when the aim is to deny the
adversary his ability for precise observation. Effectual cyber-intelligence makes it
possible to penetrate the enemy’s OODA loop, which only increases the efficiency
and effectiveness of operations.

Pursuant to Warden’s theory, cyberattacks must be aimed at the adversary’s vital
targets. As per the five-ring model, cyberattacks can target each different level, lead-
ership being the most important. All action must be aimed against the mind of the
enemy command or against the enemy system as a whole. By attacking the entire
spectrum, the enemy’s armed forces will be isolated from its leadership to the point
of becoming a nonentity.

Systematic thinking will be of the essence in the development of future cyber
capabilities. When cyber targets are being selected, they should be seen as parts
of a system that will bring about direct and indirect effects. It is sensible to select
such targets that can generate the fastest long-term systemic change in the most
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economical and effective manner. The most effective way to achieve this change
is to execute parallel kinetic and non-kinetic operations in each dimension of the
battlespace. It is possible to strike against each dimension directly or indirectly; the
situation dictates the optimum method. In strategic thinking, the attention must focus
on systemic changes rather than individual targets.

According to Warden: “If we are going to think strategically, we must think of the
enemy as a system composed of numerous subsystems. Thinking of the enemy in
terms of a system gives us a much better chance of forcing or inducing him to make
our objectives his objectives and doing so with minimum effort and the maximum
chance of success” (Warden 1995).

Viewing the enemy as a system, and his command and control system as its most
important operational subsystem, concentrates all kinetic and non-kinetic effect on
paralyzing him strategically, and on systemic effect.

Asymmetric warfare in the 2000s has created a new setting, blurring the bound-
aries between conventional and unconventional warfare. “Hybrid warfare” is an awk-
ward concept, because hybrid warfare often entails action below and beyond the level
of war. It is difficult to define what “beyond the level of war” means, because inter-
national law does not provide any definition for such a situation. It is challenging to
assign conventional concepts of warfighting to action in the virtual cyber domain,
which is partly outside the physical world.

Despite the difficulties of defining and determining the status of hybrid warfare,
there are increasing examples of kinetic warfare that have been continued with low
intensity kinetic and non-kinetic operations. Russia’s aggression in Ukraine in 2014
was an example of warfare in which an unstable Eastern Ukraine, controlled by
Russia, was created through the limited use of force by special forces, military and
economic pressure, strategic communication, and different non-kinetic operations.

The blurring of boundaries between conventional and unconventional warfare
epitomizes the development of the 2020s. Warfare will incorporate new elements,
especially in the cyber environment, with the aim of remaining below the level of war.
The continuance of purposeful instability, achieved through non-kinetic operations,
is the instrument of choice in great-power operating logic. The cyber environment
and cyberwar capabilities have created a new dimension where it is possible to act
within the sovereign territory of another country, employing different military and
nonmilitary means of pressure to attain political and military goals.
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Abstract Cyberspace is becoming more and more important in modern warfare. It
is almost impossible to launch a war without utilizing cyber capabilities in this era.
In which way are cyber conflicts different from or similar to conventional conflicts?
What are the unique characteristics of cyber conflicts? What roles can cyber play in
modern warfare? What are cyber capabilities? How can these capabilities be utilized
in deterrence, defensive operations, and offensive maneuvers? Ultimately, what is
cyber dominance? How can cyber dominance be achieved? These are the questions
that this chapter intends to address. After conducting the literature review, a mech-
anism is proposed to reveal what cyber can do and cannot do in modern warfare.
Based on this analysis, it recommends ways of fully utilizing cyber capabilities. This
study can help commanders, strategists, and policy-makers to identify, allocate, and
make full use of tangible and intangible cyber capabilities in decision-making.

Keywords Cyber capabilities -+ Modern warfare + Cyber dominance
Cyber conflicts - Conventional conflicts - Decision-making

1 Introduction

The term “cyber war” is becoming more prevalent in foreign policy discussions.
Increasingly, policy-makers view cyber as an elegant tool to achieve national objec-
tives that can supplant an extensive need for land, sea, air, and space power. This
notion is a misnomer because it paints an unrealistic capacity of cyber power to exclu-
sively shape adversaries’ actions. Admiral William McRaven, former Commander
of the US Department of Defense’s Special Operations Command, laments that “the
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enemy’s will, that ultimate center of gravity, remains tied to the ground upon which he
sits, upon which he blogs, and to the dirt under his feet” (Freedburg 2013). McRaven
continued that “some of the strategists, some of the futurists, want to point to the
importance of the social media and the blogosphere and the self-synchronizing orga-
nizations—for example, the Twitter-coordinated protests of the Arab Spring—but
the fact is geography, terrain, matters.” Russian operations in Georgia and U.S. oper-
ations in Iraq have demonstrated that cyber capacity does not replace the need for
land, sea, air, and space capabilities to achieve national objectives. However, cyber
power is now an essential component of modern warfare. Success in future warfare
will require unity of effort integrating cyber power with traditional power within the
land, sea, air, and space domains. To better utilize cyber power and achieve unity
of effort, it is important to first understand the similarities and differences between
cyber power and conventional compulsory power, the unique characteristics of cyber
power, and what cyber can and cannot currently do.

Prior to engaging in the aforementioned discussion, it needs to be clarified how the
term “cyber power” and the term “cyber dominance” are defined. An operational def-
inition for the term is essential when discussing cyber power in the context of warfare.
Strategists and policy-makers now include a vast array of cyber functions under this
umbrella. The term “cyber power”, frequently, encompasses protecting information
and communications technologies (ICTs) from cyberattacks, intelligence gathering
via networked ICTs, forensics to develop attribution, and/or enhanced military sit-
uational awareness/command and control (C2) via net-centricity. As it specifically
focuses on the offensive operational aspect of cyber power, this chapter discusses
cyber power in the context of an ability to gather intelligence and execute disruptive
offensive effects via networked ICTs. A universal definition for cyber dominance
does not exist. Unlike, in the cases of land, sea, air, and space, cyber dominance
cannot be viewed as complete control of the domain, at least at present. Because
of the inter-global connectivity of the cyber domain, the fact that the cyber domain
is largely compromised of privately-owned commercial services, and the fact that
the free-scale nature of cyber result in an ever-changing domain, it seems unlikely
that any nation will be able to exclusively dominate the cyber domain. Stytz and
Banks (2014) provide a more useful definition for cyber dominance. They contend
that cyber dominance should be viewed as the ability to control critical elements in
cyberspace at a critical time.

This chapter examines these concepts. It is organized as follows: In Sect. 1, an
introduction is provided, together with the definitions of some essential terms. In
Sect. 2, related work is examined. In Sect. 3, a mechanism is proposed to conduct a
comparison between conventional conflicts and cyber conflicts with respect to what
each can do and what each cannot do in modern warfare. In Sect. 4, ways to take full
advantage of cyber capabilities in warfare are discussed. In Sect. 5, a conclusion is
drawn.
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2 Related Works

Cyber conflicts possess some unique characteristics. Instead of employing conven-
tional weapons such as tanks, warships, warplanes, and missiles, they resort to ICTs
that are comprised of software, hardware, and firmware. As stated in Nye (2010),
cyber power “is the ability to obtain preferred outcomes through use of electronically
interconnected information resources of the cyber domain”. This definition indicates
that the means used in cyber conflicts are different from those used in conventional
conflicts, but the ends may be the same. Van Houten (2010) shares the same view by
maintaining that the purpose of cyber conflicts, just like the purpose of conventional
conflicts, is to use “essentially any act intended to compel an opponent to fulfill our
national will”. In describing cyber conflicts, Schaap (2009) associates network-based
capabilities with “disrupt, deny, degrade, manipulate, or destroy information resident
in computer and computer networks, or the computers and networks themselves”.
Cetron and Davies (2009) observe that the “major concern is no longer weapons of
mass destruction, but weapons of mass disruption”. Andress and Winterfeld (2014)
claim that in cyberspace, “the traditional physical boundaries disappear”, unlike in a
conventional conflict in which “the two sides operate within the same geographical
area”.

In order to have a better understanding of cyber conflicts and their consequences,
one needs to understand cyber capabilities. The works mentioned above have varied
focus and are from different perspectives. For example, Schapp (2009), as well as
Cetron and Davies (2009), are mainly focused on consequences, while Nye (2010)
and Van Houten (2010) are focused on purpose. They are not specifically about cyber
capabilities, but they are close to that discussion. A search of the literature does not
return adequate results in regard to specific descriptions of cyber capabilities, espe-
cially the metrics used to compare cyber capabilities with conventional capabilities
in warfare.

Rattray and Healey (2010) hold that cyberspace, as a war-fighting domain, pos-
sesses a few key aspects, which are: “logical but physical”, “usually used, owned, and
controlled predominantly by private sector”, “tactically fast but operationally slow”,
“a domain in which the offense generally dominates the defense”, and “fraught with
uncertainty”. They claim that offensive cyber operations “can be categorized accord-
ing to a number of factors”, which are nature of adversaries, nature of targets, target
physicality, integration with kinetics, scope of effect, intended duration, openness,
context, campaign use, initiation responsibility and rationale, initial timing, and ini-
tiation attack.

In Rattray (2010), elements of the cyber environment are compared with those

ELINNTS

of other environments. The metrics used are “technological advances”, “speed and
scope of operations”, “control of key features”, and “national mobilization”.
Itis clear that to conduct such a comparison, a set of metrics needs to be developed.

The next section is focused on creating such a set.
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3 Analysis

As shown above, in Rattray and Healey (2010) and Rattray (2010), the factors uti-
lized for the discussion of the cyber domain are nature of targets, target physicality,
operation speed, scope of effect, intended duration, etc.

These factors can help us to build the matrices for the discussion of the capabilities
of cyber conflicts. However, they are not systematically organized. To overcome this
limitation, the following basic set of matrices is proposed. Of course, other items
can be added into this set if needed. This basic set of matrices consists of who, what,
when, where, how, and why. The item “who” is used to inspect the number of peo-
ple directly involved in conflicts, the number of people directly impacted, and the
winners of conflicts. The item “what” is used to examine the targets in conflicts, the
cost of conflicts, the characteristics of conflicts, the attribution in conflicts, the rules
of engagement, the impression of conflicts, the damage of conflicts, the deterrence,
the dominance, and the result of conflicts. The item “when” is used to scrutinize the
preparation time for conflicts, the duration of conflicts, and the time for recovering
from the consequences of conflicts. The item “where” is used to inspect the geolo-
cations of conflicts and the affected areas (or scale) of impact. The item “how” is
used to examine the type of strategy used in conflicts. The item “why” scrutinizes
the type of purpose for conflicts.

Using these items/parameters, a table can be created to show the differences
between conventional conflicts and cyber conflicts.

As shown in Table 1, in a cyber conflict, anyone who has a device may be directly
involved or only a few people who have control over a great number of devices,
including zombies, may be directly involved. The consequence of a cyber conflict
may impact everyone connected to the segments being attacked. Under some cir-
cumstances, the winner of a cyber conflict is hard to determine. The targets of a
cyber conflict are usually information systems used for all walks of life, including
cyber-physical systems such as industrial control systems. Most cyberattacks are
relatively opaque and in stealth mode. Hence, it is difficult to find out who launched
the attack. This makes it difficult to apply the rules of engagement, which are also
not currently clear. A cyberattack appears to be less severe than a conventional attack
if it is not in a life-and-death situation. Excluding cyber-physical systems, in most
cases, the damage is targeted at information systems and the information contained
within those systems.

Should an information system be connected to an industry control system (ICS),
the ultimate target could be that control system. The cost of a cyber conflict is
relatively less than that of a conventional conflict. Generally speaking, a cyber conflict
may give people the false impression that it is not that serious, particularly in the
face of no loss of life. The damage caused by a cyber conflict is severe in regard
to information loss or availability of information systems, but not severe in regard
to physical casualties, unless it is a serious cyber-physical attack against an ICS or
a supervisory control and data acquisition (SCADA) system. Cyber deterrence is
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Table 1 Conventional conflicts versus cyber conflicts
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Conventional conflicts

Cyber conflicts

Purpose (why)

Gaining political, economic,
ideological, social, and
religious dominance via
geolocation dominance for a
period of time

Assisting in gaining political,
economic, ideological, social,
and religious dominance;
gaining information for
competitive advantage

Strategy (how)

Using overt operations and/or
covert operations; showing
might; little attribution issue

Using overt operations and/or
covert operations; attribution
issue

Involvement (who)

Some people such as military
or paramilitary personnel

Everyone who has a device
connected to affected networks

Targets (what)

Humans; mainly tangible
objects; directly affecting
human life

Mainly intangible items such
as information or tangible
items such as information
systems; may indirectly affect
human life in cyber-physical
cases

Space (where)

Limited geolocation

Anywhere with respect to
geolocation if connected

Duration (when)

A limited period of time

Ongoing, but one attack is
usually within a short period
of time

Preparation time (when)

A relatively long period of
time

A relatively short period of
time

Cost (what)

Expensive

Relatively less expensive

Characteristics (what)

Relatively more transparent

Relatively opaque and in
stealth mode

Attribution (what)

Relatively easy to find out

Maybe hard to find out

Rules of engagement (what)

Relatively clear

Not clear

Impression (what)

Always severe or brutal;
obvious

Less severe if not
life-and-death situation;
sometimes not felt

Damage (what)

Severe with physical casualties

Severe with information loss

Direct impact upon (who)

Someone/some businesses

Everyone/every business
connected to affected networks

Impact based on (where)

Geolocation

Connection

Deterrence (what)

Obvious and forceful

Limited currently

Dominance (what)

Could be achieved

Hard to be achieved

Result/Gain (what)

Obvious

May not be very clear

Winner (who)

Clear to identify

Maybe hard to decide

Time for recovering (when)

Relatively long

Relatively short
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currently limited. Cyber dominance is difficult to achieve. The winner of a cyber
conflict is hard to determine in many cases.

The preparation time for a cyber conflict is relatively short compared with that
for a conventional conflict. Experience, so far, suggests that a cyber conflict will
usually last for hours, days, or weeks, but a stealth cyberattack, such as advanced
persistent threat (APT), may last for months. The recovery time after a cyber conflict
is relatively shorter than that after a conventional conflict. Examples can be seen in
Richards (2016), who provides a good explanation of the cyber war against Estonia
in April-May 2007; in Hollis (2011), who illustrates the cyber war against Georgia
in 2008; and in the ICS-CERT alert (2016), which describes cyberattacks against
Ukraine’s critical infrastructure on 23 December, 2015. In all of these cases, cyber
aggression lasted for relatively short periods of time.

Both the location and the affected areas of a cyber conflict are not restricted by
geolocations. Instead, they can easily be extended to any devices connected to the
Internet in any geolocation.

In most cases, covert operations in virtual environments are used in cyber conflicts,
so that attribution is always an issue. This is how cyber conflicts differ from con-
ventional conflicts; even covert operations are sometimes employed in conventional
conflicts.

It is interesting to notice that the ultimate purposes of both cyber conflicts and
conventional conflicts are the same, as both are tools used in gaining political, eco-
nomic, ideological, social, and/or religious dominance. Of course, there are some
slight differences between the two. The dominance gained in conventional conflicts
can last for a long period of time, while the dominance gained in cyber conflicts can
only last for a short period of time, at least at present. However, cyber conflicts can
be very useful in gaining critical information for competitive advantage.

Based on this comparison/analysis, a sketch of cyber conflicts can be drawn. It
is a tool that can be used in gaining political, economic, ideological, social, and/or
religious dominance. It is good at helping to gain critical information for compet-
itive advantage, as covert operations in virtual environments are utilized in most
cases. In cyber conflicts, one can get to targets within a short period of time over a
wide scale, but the long-lasting effects of cyber campaigns are limited or restricted.
However, cyber conflicts can generate some unexpected effects that are difficult to
be achieved in conventional conflicts, as shown in the cyber-physical environments,
such as ICS/SCADA systems or the Internet of Things. Deterrence can be achieved
through this kind of surprise effects. In addition, launching a cyber campaign is not
as expensive as launching a conventional campaign, but the former does not generate
the sort of long-lasting effects that the latter does.

In summary, there are at least three unique characteristics in cyber conflict. These
are intelligence collection, stealth maneuvers, and surprise effect. These unique char-
acteristics can be turned into unique cyber capabilities. If these unique cyber capa-
bilities are included in a joint military operation, the military capabilities will be
greatly increased. Evidently, cyber capabilities and conventional warfare capabili-
ties are complementary to each other. An integration of both capabilities will yield
even greater capabilities.
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The next section is focused on the discussion as to how to take full advantage of
the strengths of cyber capabilities.

4 Discussion

The analysis in the previous section shows that both cyber capabilities and conven-
tional war capabilities have their unique characteristics, and are even complementary
in some areas. If both capabilities are integrated together, stronger military capabil-
ities can be generated.

As discussed previously, the notion of cyber war is really a misnomer. Nations will
not execute war exclusively through the cyber domain, as the capabilities that cyber
possesses at present do not exactly match the capabilities of conventional warfare.
Terrain will continue to matter. Land, sea, air, and space power will remain essential
components of compulsory power. However, in future conflicts, cyber power will
become increasingly important. Nation states will synchronize cyber capabilities with
traditional land, sea, air, and space capabilities in order to achieve their objectives.
Cyber power has unique characteristics that allow for a great operational advantage
when effectively synchronized with traditional land, sea, air, and space power. This
operational advantage is most manifest in three areas: (1) an ability to achieve an
asymmetry that offsets numerical advantage, (2) an ability to offset terrain in order
to execute a deep strategic strike, and (3) an ability to deter adversaries.

4.1 Achieving Asymmetry

Typically the concept of asymmetrical warfare is mostly associated with insurgents,
as opposed to nation states. However, this paradigm is not totally comprehensive.
The RAND cooperation defines asymmetrical warfare as “conflicts between nations
or groups that have disparate military capabilities and strategies” (RAND 2016).
While many Western nations enjoy military superiority, their military equipment
and personnel volume pale in comparison to some nations. In essence, Western
nations have a disparate military capability in terms of quantity. Integrating cyber
operations with operations for land, sea, air, and space provides Western nations with
an asymmetry that offsets its numerical disadvantage.

Observing the United States’ success with net-centric operations during Desert
Storm, other nations have begun retooling their doctrines and C2 methodologies
to take advantage of network integrated platforms. Some nations have aggressively
modernized their command, control, communications, computers, intelligence,
surveillance, and reconnaissance programs and adjusted doctrine to incorporate
cyber capabilities. While this type of modernization can enhance military capacity,
it simultaneously introduces vulnerabilities that are exploitable via cyber operations.
Cyber operations, which disrupt networked information operations, greatly diminish
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adversarial numerical advantages and accentuate capacities in the domains of land,
sea, air, and space.

4.2 Enabling Deep Strike

A nation’s desire to execute a deep strike that disrupts critical and industrial infras-
tructure is not new to the twenty-first century. In the nineteenth century, military
commanders unleashed horse-mounted cavalry to quickly get behind enemy lines
and destroy food storages, lines of communication, or arms factories. The twenti-
eth century ushered in the era of airpower, enabling a tremendous reduction in the
time-space calculus needed to strike at critical infrastructure. During World War II,
strategic bombing of cities and factories emerged as a seminal American operational
strategy. Whereas horse-mounted cavalry would have needed days to maneuver from
France to Germany, aircraft could execute strategic bombing in hours.

Cyber further reduces the time-space calculus to net-speed. This is not, however,
cyber power’s greatest contribution to the deep strike. In employment of both cavalry
and aircraft, holding terrain was a significantly limiting factor. Both horses and
aircraft were limited by the geography held. Cyber power allows nations to cripple
critical infrastructure and lines of communication at net-speed from thousands of
miles away. In twenty-first century warfare, cyber power allows nations to conduct
a deep strike, shaping operations without first securing geographical terrain.

4.3 Imposing Deterrence

As shown in Chen (2017), deterrence requires at least two types of factors that have
to be triggered simultaneously. One type of factor is externally related. The other
type of factor is internally related. The externally related factor is represented by the
unambiguous exhibition of power that serves as an enormous threat to the adversarial
side. This power projection is supported by unmatchable and disparate capabilities in
number, volume, quantity, quality, size, and other relevant components. The internally
related factor is represented by intimidation truly felt by the adversarial side. This
overwhelming feeling is accompanied by the feeling of being exhausted, helpless,
and defenseless. This can help to convince the adversarial side of the potential damage
and failure that they are going to receive if they continue to do what they are doing.
This psychological state could be caused by various factors. One of them is surprise.
If surprise is strong enough that it leads to shock, intimidation may ensue.

The integration of the three unique characteristics of cyber conflicts (i.e., intelli-
gence collection, stealth maneuvers, and surprise effect) makes it possible to create
aunique type of cyber deterrence, i.e., cyber deterrence by engagement and surprise,
as proposed in Chen (2017). This cyber-based deterrence, taking advantage of the
unique characteristics of cyber conflicts, can complement both deterrence through
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punishment and deterrence through denial. By massaging artificial intelligence mech-
anisms into these three unique cyber characteristics, power can be unambiguously
exhibited to the adversarial side, along with the production of the surprise effect, thus
imposing deterrence. It needs to be noted that it is impossible to build these unique
capabilities without cyberspace. They can ultimately generate significant impact,
virtually, psychologically, morally, and physically.

These three examples clearly show how cyber capabilities can be employed to
support conventional military capabilities in offensive maneuvers. The integrated
capabilities are more powerful. They help to achieve military dominance, but not
necessarily cyber dominance. In other words, cyber dominance can only be achieved
via its integration into conventional military capabilities. When they are in synchro-
nization, new powerful capabilities can be generated. This also means that the joint
military concept needs to include cyber capabilities.

5 Conclusion

It is shown in this chapter that cyber conflicts possess certain unique characteristics;
as these characteristics do not exactly match those of conventional conflicts, a cyber
war that is executed exclusively is hard to imagine. However, cyber capabilities,
if integrated appropriately into conventional warfare, can serve as force multipliers,
with such unique cyber capabilities as intelligence collection, stealth maneuvers, and
the surprise effect complementing existing military capabilities. At least, at present,
exclusive cyber dominance is also hard to imagine, but the successful use of well-
integrated joint military capabilities in the five domains (land, sea, air, space, and
cyber) can eventually lead to military dominance.

A good understanding of these points can help commanders, strategists, and
policy-makers to identify, allocate, and make good use of unique cyber capabilities
in decision-making. Integrated and joint capabilities can serve as force multipliers.
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Jarno Limnéll

Abstract The debate on both the impacts of cyber attacks and how to respond to
them is active, but precedents are a few. At the same time, cybersecurity issues have
been catapulted into the highest of high politics: cyberpolitics. The objective of this
chapter is to encourage political decision-makers (and others) to create a framework
of proportionate ways to respond to different kinds of cyber hostility. The proportion-
ate response is a complicated, situational political question. This chapter creates a
context for the contemporary politics of cyber affairs in the world and determines five
variables that policymakers need to consider when evaluating appropriate responses
to a cyber attack. As offensive cyber activity becomes more prevalent, policymakers
will be challenged to develop proportionate responses to disruptive or destructive
attacks. There has already been significant pressure to “do something” in the light
of the alleged state-sponsored attacks. Past experience suggests that most policy
responses are ad hoc. This chapter comprehensively analyzes how cyber attacks
should be treated as a political question and represents a rough framework for pol-
icymakers to build on. The chapter presents five variables that policymakers need
to consider when evaluating appropriate responses to cyber hostilities. Combining
incident impact, policy options, and other variables, the framework outlines the dif-
ferent levers of cyberpolitics that can be applied in response to the escalating levels
of cyber incidents. The response framework is also an integral part of the state’s
cyber deterrence.
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1 Introduction

1.1 Official Accusation—How to Respond?

The US Department of Homeland Security and the Office of the Director of National
Intelligence made a major announcement in October 2016. They officially declared
that the Russian Government had directed a compromise of the emails of US persons
and institutions, including US political organizations,' and stated that “these thefts
and disclosures are intended to interfere with the US election process” (Homeland
Security 2016). The accusation is remarkable in two ways. First, the act itself. The
intrusion adds a serious political spin to prior intrusions and is a clear attempt to affect
and manipulate US presidential elections by utilizing cyber methods. The hack is
also a reminder of how cyber attacks can undermine the conception of sovereignty,
create confusion among people, and blur the border between war and peace. Second,
the question of attribution. While absolute attribution is a difficult endeavor, in this
case, the US Intelligence Community stated that it was confident that the hacks could
only have been authorized at the highest levels of the Russian Government. This kind
of publicly presented and directly pointed political accusation indicates a high level
of certainty of the attribution. However, Russian officials dismissed the attribution
as “rubbish” designed to inflame anti-Russian hysteria (Reuters 2016).

The most important—and interesting—question follows the two previous ones.
What will be the US response to these hacks? As President Barack Obama has said,
cyberspace is “uncharted waters” where “you don’t have the kinds of protocols that
have governed military issues, for example, and arms issues, where nations have a
lot of experience in trying to negotiate what’s acceptable and what’s not” (White
House 2013). Hillary Clinton has made it clear that “the United States will treat
cyber attacks just like any other attack” (Blake 2016). Voices in the United States
and in the Western world have been urging the US administration to respond and to
make it clear to Russia that a cyber attack on the democratic process will be met with
an appropriate response. President Obama has confirmed that the US is weighing
a “proportional response” and there is a range of responses available (Davis and
Harris 2016). What does “proportional response” mean in concrete actions? We do
not know. The latest news from the US tells us that the response “will be at the time of
our choosing, and under the circumstances that will have the greatest impact” (Sanger
2016). This is a new situation for the American national security establishment and
political decision-makers. Whatever the response will be, it will create an important
precedent in international politics concerning cyber affairs.

The interference in the US presidential election and the consideration of a pro-
portional response to it is just one example of the chapter’s topic: Why is it important
to create a political response framework to cyber hostilities in today’s world? What

In July 2016, the WikiLeaks website publicized embarrassing emails from the accounts of the
Democratic National Committee (DNC). The hackers gained full access to the DNC network used
by the election staff, including emails, memos, and research performed for Democrats running for
Congress (read more in Siboni and Siman-Tov 2016).
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has to be taken into consideration when politically deciding upon a proportional
response to a cyber attack? The hacking of the US elections is also a reminder of the
urgent need to develop international norms to reduce the possibility of cyber attacks
and hostilities in an increasingly digitalized world.

1.2 Theoretical Basis

The security of cyberspace is an integral part of today’s security, warfare and politics.
Therefore, it is important to understand that cyber attacks and other activities in
cyberspace should not be separated into a stand-alone area without any broader
political, strategic, and geopolitical context. For example, in the ongoing war in
Ukraine,” the cyber component has been a part of war, which is usually understood
as the continuation of politics by other means.?

Actions are often divided into five levels: Policies and goals—Strategies—Oper-
ations (including campaigns)—Tactics—Tools (e.g., Bejtlich 2015). Actions at all of
these levels are important, but security professionals too often concentrate only on
tactics and tools in cybersecurity, and almost exclusively from the technological point
of view. This chapter approaches cyber affairs primarily from the political point of
view, because of the increasing importance of cyber affairs in today’s interconnected
world and in international politics. For example, NATO has recognized cyberspace
as a domain of operations in which it must defend itself as effectively as it does in
the air, on land and at sea (NATO 2016). NATO has also created the ability to invoke
Article 5 in response to cyber attacks, which is a political decision.*

In order to define a framework for political response to cyber attacks, itis necessary
to understand what cyber attacks actually are. When considering a response to cyber
attacks, it is also important to understand both the limits and possibilities of that
response. There are several questions that political decision-makers need to analyze
before deciding how they will or will not respond.

Analysis of cyber attacks in recent years demonstrates that governmental
responses vary widely (e.g., Van der Meer 2015). There has been significant political
pressure to “do something”, but past experience illustrates that most policy responses
are ad hoc (Feakin 2015). This indicates that (1) response to cyber attacks is, as yet,
an exceedingly untested phenomenon, (2) cyber domain is a relatively new arena
of conflict, especially to the policymakers, and therefore special attention should
be directed toward it, and (3) more research is needed to better understand how
nation-states can respond to cyber hostilities and which different instruments could
be used.

ZFor the role of the cyber component in the Russia-Ukraine war, (see Geers 2015).

3This Clausewitzian approach is controversial, but describes how politics and war are intertwined.
(see, e.g., Kaldor (2010)).

4«A decision as to when a cyber attack would lead to the invocation of Article 5 would be taken by
the North Atlantic Council on a case-by-case basis.” NATO (2014).
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As offensive cyber activity becomes more widespread, policymakers are chal-
lenged to develop proportionate responses to disruptive or destructive attacks. How-
ever, there are several variables that have to be taken into consideration before
responding. At the end of this chapter, a rough framework is presented for poli-
cymakers to build upon. It presents a kind of end result of the analysis. Combining
the impact of cyber attacks, policy options, risks, time, attribution, and proportion-
ality, the framework outlines the different levers of cyberpolitics that can be applied
in response to escalating levels of cyber incident.

2 The Importance of Politics in Cyber Affairs

2.1 Testing the Limits

During the past decade, governmental and non-state hackers have become increas-
ingly sophisticated in their attacks on the digital systems that states depend on for
essential services, economic prosperity, and security. Such breaches have threatened
critical infrastructure, intellectual property, privacy of users’ data, important national
security information, and government personnel data. Because of the advances in
technology and the increasing dependency on cyberspace, the issue of cybersecu-
rity and the need for rules and common approaches to it are becoming an increas-
ingly important issue. At the same time, the concepts of attack, defense, deterrence,
international cooperation, and espionage have taken on new meanings. The height-
ened reliance upon digital infrastructure, and its vulnerability to multiple vectors of
cyber attacks, has led to a situation in which governments and non-state actors uti-
lize cyberspace to act out their geopolitical differences and to promote their political
objectives. This also means that the value of “non-kinetic warfare” is increasing (e.g.,
Babcock 2015). Both national and international discussions about cyber attacks, and
how to respond to them, are overdue, even if the strategic importance of the digital
domain is widely acknowledged. The current “political cyber playbook™ is still a slim
volume—but it is growing by the day, since the world is moving toward a greater
strategic use of cyber-weapons to persuade adversaries to change their behavior.

At the moment, nation-states and non-state actors are testing the boundaries of
the “cyber battlefield”, and the number and level of sophistication of the visible and
invisible cyber activities are increasing. New ways to utilize cyberspace are being
developed and are in use. In December 2015, we witnessed the first confirmed cyber
attack to take down a power grid, which affected approximately 225,000 civilians in
Ukraine (E-ISAC 2016). Cyber capabilities (and the will to use them) are reaching
a more advanced level. It seems that we are not sure how to live in this new reality.

The concept of Hybrid Warfare® has been increasingly used among the Western
countries during the recent years. Hybrid warfare can be seen as an intelligent or

>“Hybrid Warfare” is a controversial concept. (See, e.g., Renz and Smith 2016).
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efficient way to wage war, because it seeks to achieve political goals without an
extensive use of armed forces and violence. The use of a range of tools such as
cyber attacks, economic retaliatory measures, information operations, and limited
physical attacks that generate uncertainty in the general population may be enough
to achieve political goals. Arguably, hybrid warfare includes all spheres of warfare
and combines both conventional and unconventional means of waging war. Hybrid
warfare increases “the fog of war” (Rantapelkonen and Kantola 2013), and cyber
activities are well suited in this context for five reasons.®

First, the adversary is usually difficult to locate. Cyberspace allows for a great
deal of anonymity, and attacks can be routed through servers all over the world to
mask their origin. Second, cyber capabilities create an operational space in which
nations can conduct offensive actions with less political risk. Policymakers are still
wrestling with the complicated questions of cybersecurity.

“The open playbook” in responding to cyber activities fits well within the hybrid
war concept, especially since conceptual obscurity prevails in “cyber warfare” and
“hybrid war”. Third, international law concerning cyber operations is still a gray area
(Stinissen 2015). Hybrid warfare seeks to exploit legal thresholds, fault lines, and
gaps. Cyber operations generally avoid direct force-on-force engagement and strive
to operate in the gray area between peace and war. Fourth, an aspect complicating
cyber attacks and their legal evaluation is that cyber operations have often been
conducted by non-state actors, whose status and affiliation are not always clear.
Political incentive for states to use proxies can be summed up by the concept of
“plausible deniability” (Foxall 2016). Fifth, hybrid warfare also raises questions
about the role of non-kinetic actions in today’s societies and war. The terms “kinetic”
and “non-kinetic” remain inadequately studied in the military literature, although,
Sun Tzu had already alluded to the non-kinetic approach as being the pinnacle of the
art of war during the 6th century (Sun Tzu 1963). Compared to kinetic methods, the
consequences of non-kinetic cyber operations tend to be indirect and, therefore, do
not often produce immediately observable effects. Intelligence collection, espionage,
and sabotage have become blurred in cyberspace.

2.2 The Rise of Cyberpolitics

In recent years, issues related to cyberspace and its uses have vaulted into the highest
realm of high politics. Earlier, cyberspace was considered largely a matter of low
politics, background conditions, and processes. Today, cybersecurity has become a
focal point for conflicting domestic and international interests—and increasingly for
the projection of state power (Van Haaster 2016).

There is an increasing importance in understanding cyberspace as a political
domain. This is often forgotten or neglected. When considering cyberspace from
the nation-state’s point of view, today’s topical cyber questions are very political.

The reader will find a more comprehensive analysis in Limnéll (2015).
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As with other domains, the cyber domain should be treated primarily as political.
When politics is involved, questions of power are always present. For example, in
the context of war, the cyber instrument is, like land, sea, and air power, a means to
achieve a political aim or one possibility to increase power (Lewis 2015). The strate-
gic use of cyberspace to pursue political goals and to seek a geostrategic advantage
is increasing.

With the creation of cyberspace and our deepening dependence on it, a new arena
for the conduct of politics is taking shape. We may be witnessing a new form of
politics. This process is described as “cyberization” (Kremer and Miiller 2014),
which refers to the ongoing penetration of all political fields by different mediums
of cyber domain. Therefore, the concept of cyberpolitics (Choucri 2012) is useful at
the moment. It emphasizes the importance of politics in cyber affairs. Cyberpolitics
refers to the conjunction of two processes: (1) those pertaining to politics surrounding
the determination of who gets what, when and how, and (2) those enabled by the
use of cyberspace, that is, an arena of digital interaction. As Choucri (2012) notes,
all politics, in both the cyber and physical arenas, involves conflict, negotiation and
bargaining over the mechanisms, institutional or otherwise, to resolve contentions
over the nature of particular sets of core values in authoritative ways. Cyberpolitics
has a strong presence when nation-states consider proportional responses to cyber
attacks.

Cyberpolitics is being employed across the world—largely by academics inter-
ested in analyzing its breadth and scope and the use of cyberspace for political
activity. Cyberpolitics is being created at both national and international levels, but
cyberpolitics and the cyber domain have created new conditions that do not have
clear precedents, even if cyber issues are core issues in nation-states’ foreign and
security policy. In the coming years, we will see, through actual cases, what the
content of cyberpolitics will really be like. We may then proceed to talking and using
the concept of politics, which cyber affairs are an integral part of, without the need
to emphasize the concept of cyberpolitics. The cyber domain is no different from the
conventional frames of politics.

2.3 What Constitutes a Cyber Attack?

Cyber attacks’ are increasing in frequency, scale, sophistication, and severity of
impact, including their capacity for physical destruction. It is relatively easy to talk
about cyber attacks, cyber incidents, or cyber hostilities, but we need to consider
them more precisely, since conceptualizations affect the considerations of a proper

"Cyber attacks take many forms, like gaining, or attempting to gain, unauthorized access to a
computer system or its data; unwanted disruption or denial of service attacks, including the take
down of websites; installation of viruses or malicious code (malware) on a computer system;
unauthorized use of a computer system for processing or storing data; changes to the characteristics
of a computer system’s hardware, firmware or software without the owner’s knowledge, instruction
or consent; and inappropriate use of computer systems.
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response. There are many definitions of cyber attacks and cyber incidents. One of the
most common ones is based on the Tallinn Manual, which offers the definition of a
“cyber attack” as “a cyber operation, whether offensive or defensive, that is reason-
ably expected to cause injury or death to persons or damage or destruction to objects”
(Tallinn Manual 2013). This definition is pretty “hard,” requiring a severe impact of
the cyber attack and strongly tied to the physical impact. Yet, as also mentioned in
the Tallinn Manual, cyber attacks seldom involve the release of direct physical force
against the targeted system. However, they can result in great harm to individuals
or objects. It is true that the physical impacts of cyber attacks (kinetic cyber®) have
to be taken into consideration and the physical consequences are often defined as
the most severe impacts. For example, in the United States the Presidential Policy
Directive PPD-41, which describes a national cyber incident response plan, divides
the severity of cyber incidents into six color-coded levels from zero to five (White
House 2016). The highest level, the level five (defined as an “emergency level”), will
be used in a situation in which cyber attacks cause physical consequences.’

“Cyber attack” is a term that is frequently used by media, academics, and govern-
ments to describe the gamut of malicious activities in cyberspace. Many definitions
can be found, but there is one common feature in all of them: cyber attacks cause
harm. Since new methods of malicious cyber activities are being developed and used
at an accelerating pace, it makes no sense to create definitions that are too precise
and limited. New methods for utilizing cyberspace also blur the understanding of
potential redlines, since precedents are often missing. From a wider perspective,
the Australian government has defined a cyber attack as a deliberate act through
cyberspace to manipulate, disrupt, deny, degrade or destroy computers or networks, or
the information resident on them, with the effect of seriously compromising national
security, stability or economic prosperity (ACSC 2016). There are also similarities,
from the definitional point of view, between a cyber-weapon and a cyber attack. Both
of them refer to codes that are used, or designed to be used, with the aim of causing
or threatening physical, functional or mental harm to structures, systems or living
beings. This broad approach adds mental harm (in the psychological sense) as part
of a cyber attack.

A cyber attack, as a concept, must be understood widely in the political context:
A cyber attack consists of any deliberate hostile action taken in cyberspace for a
political, economic, or national security purpose.

8Kinetic Cyber refers to a class of cyber attacks that can cause direct or indirect physical damage,
injury, or death solely through the exploitation of vulnerable information systems and processes.
(See Applegate 2013).

General definition of a cyber attack in level five: “Poses an imminent threat to the provision of

wide-scale critical infrastructure services, national gov’t stability, or to the lives of U.S. persons.”
(White House 2016).
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2.4 Global Cyber Norms Are Still at an Early Stage

Several indicators suggest that the international law of cybersecurity is in the midst
of a crisis (Macdk 2016). It has also often been said that cyber attacks constitute a
gray area in today’s politics, warfare and international law (e.g., Radziwill 2015). The
principles of territoriality, sovereignty, and jurisdictions may have to be reconsidered,
since cyberspace is an artificial creation and the laws and principles of the physical
world may not be suitable for cyber issues. Therefore, it is necessary to briefly assess
what has been announced in some key documents about the role and restrictions of
cyber attacks.

In 2015, a group of governmental experts' at the United Nations tried to develop
some rules in the field of information and telecommunications in the context of
international security (United Nations 2016). The report significantly expanded the
discussion of cyber norms, rules, and confidence-building measures. The group rec-
ommended that states cooperate to prevent harmful cyber practices and should not
knowingly allow their territory to be used for internationally wrongful acts using
information and communications technologies (ICT). One important recommenda-
tion was that a state should not conduct or knowingly support ICT activity that
intentionally damages or otherwise impairs the use and operation of critical infras-
tructure. Even if the report emphasized that “making cyberspace stable and secure
can be achieved only through international cooperation” and required states to take
appropriate measures to protect their critical infrastructure, it did not give any guid-
ance as to how to respond specifically to state-sponsored cyber attacks. However,
the report stated that the indication that cyber activity was launched or otherwise
originated from the territory or the ICT infrastructure of a state may be insufficient
in itself to attribute the activity to that state (United Nations 2016).

States retain the inherent right to self-defense under Article 51 of the UN Charter
when faced with an imminent threat. State behavior should therefore also be in
line with the UN Charter in cyberspace,'! but the challenge of attribution and the
understanding of the extent to which a cyber attack has caused (or has the potential
to cause) damage make things more complicated in reality. The right to self-defense,
including the use of force, would apply if a cyber attack reached the level of an “armed
attack”. The legal debate on what constitutes an “armed attack in cyberspace” has
only just begun. It is conceivable that a harmful cyber hostility that is attributable to
a state amounts to a violation of Article 2 (4)!'? of the UN Charter, given its character
and effects. This leads to the question of how to evaluate the impact of cyber attacks,
especially if they do not cause physical damage.'?

101pcluded representatives from China, US, Russia and other countries.

TINATO has declared that “our policy also recognizes that international law, including international
humanitarian law and the UN Charter, applies in cyberspace.” (NATO 2014)

12«A]1 members shall refrain in their international relations from the threat or use of force against
the territorial integrity or political independence of any state, or in any other manner inconsistent
with the purposes of the United Nations.”

13Such as death/injury or destruction/damage, which would normally be viewed as an armed attack.
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A cyber attack does not necessarily have to cause physical consequences in order
to be very serious. Possibly due to the long tradition of physical security, physical
destruction is strongly emphasized. It is also easier to observe physical consequences.
The old way of thinking is that a “severe cyber attack” has to involve physical
destruction—people have to die and physical damage must be detected in critical
infrastructure. However, as we become ever more dependent on data and non-kinetic
assets, could, for example, the manipulation of health or financial records be treated
with the same level of severity as physical consequences (Limnéll and Salonius-
Pasternak 2016)? Moreover, is there a difference between banking data and healthcare
data being manipulated, as the one can potentially lead to severe economic disruptions
and the other in extremis to death? The answer is ambiguous. For example, NATO has
stated that a major cyber attack could potentially trigger its mutual defense guarantee
or Article 5. Yet it is unclear what “a major cyber attack” means in practice (Limnéll
2014). It has to be understood that the answer to the question “is a cyber attack an
act of war?” is a political decision, not a conclusion.

At the moment, international law is unable to cope with cyberspace-related hos-
tilities (Schmitt 2013). Whether and how states respond to cyber attacks will depend
upon the facts of each case, including the extent to which an attack has damaged,
or has the potential to damage, vital national interests. The current situation can
be seen as the beginning steps toward reducing the chances of destructive cyber
attacks against critical infrastructure. The shared (legal) norms of cyberspace are
still missing.

3 Five Variables

In determining appropriate responses to a cyber attack, political decision-makers
need to consider the following five variables—questions that must be answered before
responding.

3.1 Who Did It?

Attributing cyber attacks to their sponsor (which state or non-state actor is behind the
particular attack) remains a significant challenge, as it requires effective measures
with the ability to identify perpetrators behind the attacks. The reality demonstrates
that the problem of attribution is exceedingly complex and not always solvable.
Cyberspace allows for a great deal of anonymity, and attacks can be routed through
servers all over the world to mask their origin. Misattributing a cyber hostility could
cause a response directed to the wrong target. When considering proportionate
response, policymakers should understand the level of confidence they have in
attributing the attack (Feakin 2015). For instance, if the level of attribution is low,
decision-makers will be limited in their choice of response even if the severity of



40 J. Limnéll

the attack is high. Governments need to calculate the costs that would incur if they
wrongly attributed an attack and consider the potential costs of escalation. The
degree of attribution has influence on the action taken.

The ability to attribute an attack to a specific source is important for maintain-
ing credibility and ensuring legitimacy at home and abroad. The challenge is that
the sufficient proof of the attribution may be gathered via “secret intelligence data
sources” or obtained from “friendly nations,” and the state does not want to reveal
these intelligence sources publicly. Releasing at least some proof of attribution is
necessary, if the state wants to build international legitimacy for whatever retaliatory
actions it takes.

There are many ways of keeping the real source of the attack at arm’s length from
forensic discovery, providing plausible deniability to any assailants. Some nations
outsource their attacks by essentially renting freelance hackers or encouraging cyber-
criminal gangs to carry out cyber hostilities. It is difficult to discern the difference
between a military, nation-state, or non-state attack and, especially, the possible
connections between them.

Attribution involves many aspects, including technical, legal, and political. It is a
multidimensional issue that requires an analysis of multiple sources of information,
including forensic analysis, human intelligence reports, signals intelligence, history,
and geopolitics. As Rid and Buchanan (2014) argue, attribution is an exercise of
minimizing uncertainty on three levels: tactically, attribution is an art as well as a
science; operationally, attribution is a nuanced process instead of a black-and-white
problem; and strategically, attribution is a function of what is at stake politically.
Successful attribution requires a range of skills at all levels, careful management,
time, leadership, stress-testing, prudent communication, and recognizing limitations
and challenges. Even if attribution capabilities are increasing due to the great interest
of security experts in all three levels, the final conclusion of attribution in order to
respond is always a political decision. In politics, the decision to respond is likely to
be made under pressure, with incomplete evidence, and may attract a high degree of
public skepticism.

3.2 What Is the Impact?

Political decision-makers need to understand what the impacts of a cyber attack are.
The type and level of response is determined more or less by the extent of its impact.
How harmful the attack has been to national security and society, what kind of services
are effected and has the attack caused a significant loss of confidence in the country’s
reputation—just to name a few questions concerning on the effects of cyber attacks.
It can take weeks, if not months or years, for computer forensic experts to accurately
and conclusively ascertain the extent of the damage done to the target organization’s
computer networks. For example, it took roughly 2 weeks for the Saudi authorities
to understand the extent of the damage of the Shamoon incident, which erased data
from thirty thousand of Saudi Aramco’s computers (Bronk and Tikk-Ringas 2013).
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It may also be a case that companies or governmental organizations find out that they
have been hacked months or years after it happened. The assessment of physical
impacts is easier to deal with.

If the effects of the cyber attack are not clear, it is hard for decision-makers to
decide if the cyber hostility rises to the level of an attack, that is, something that would
require aresponse. There are many examples of cyber-infiltration that fall short of that
designation, qualifying rather as nuisance activities or even garden-variety espionage
(Stavridis 2016). The challenge in calculating proportionality in the cyber context
resides in the speed and covert nature of cyber attacks: it is difficult to establish their
magnitude and consequences. The information required to understand the effects can
also be hard to get, since, for example, financial institutions and private companies
may be reluctant to provide information on the damage suffered because of business
confidentiality (Roscini 2014).

3.3 The Question of Instruments

When considering a proportional response to cyber attacks, the decision is always
about the options that the state is able to use. It is said that every nation-state can
respond using at least four instruments: diplomatic,14 informational, military, and
economic (Thomas 2014). Political decision-makers need to consider the full range
of responses at their disposal, from a quiet diplomatic rebuke to a military strike.
There is no reason to believe that cyber hostility in any form directly requires a
proportionate cyber response. The response does not need to be limited to cyberspace,
since nothing bars the state from using other means—although, each of them carries
its own political risks. There have even been suggestions from the US Defense Service
Board that in case of the biggest possible cyber attacks, the United States should
not rule out a nuclear response (Defense Science Board 2013). It is usually argued
that kinetic responses should only remain allowable if the attack has clearly intended
lethal effects, causes human suffering or loss of life, or directly violates human rights
(e.g., Wester 2014). In increasingly digitized societies, this is too narrow an approach,
as argued earlier in this chapter. However, at least at the moment, it becomes difficult
to justify kinetic military response to a cyber attack that does not cause physical harm
in the conventional sense (Lin et al. 2012).

The key issue is to consider which cyber or physical (or other) countermeasures
can be used as part of the nation-state’s “response arsenal” and which measures
should be used in each case. This is a question of the lever of national power at a
state’s disposal and its willingness to use it.

Responses to cyber attacks may be delivered overtly or covertly. If cyber meth-
ods are used, the latter can be difficult to develop quickly unless the government
already has a prepared capability against a specific target, likely involving prior

14For example, foreign policy instruments such as diplomatic communication, warnings, and sanc-
tions.
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cyber espionage producing an unparalleled understanding of the target’s vulnerabil-
ities. A hidden response does little to warn other countries. An overt cyber response
can be unappealing, as states may lose the ability to launch similar cyber responses
against other targets and will more likely generate a counterresponse. If the response
is visible to the public, it should also be accompanied by a narrative of justice, not of
revenge. States may also choose to outsource their responses to proxy hacker groups.
By doing so, they may limit their control over the response, which may lead into
escalatory activity. Therefore, policymakers are likely to concentrate on other levers
of power alongside whatever they may choose to do covertly (Feakin 2015).

3.4 Policy Guidelines

Political decision-makers need to take into consideration the current national security
and cybersecurity strategies that declare the general policy guidelines of the state
concerning the political willingness to act and to leverage power. If the state is a
member of international alliances and organizations, their policy guidelines must
also be taken into consideration when thinking about the proportionate response.
Otherwise the state can be accused of not following the agreed-upon and shared
policies. As mentioned before, cyberspace is not immune to the legal norms that
require nations to respond to an attack in a proportional fashion.

There is also the possibility that when a cyber attack occurs, political decision-
makers overreact. Several cyber experts have estimated that overreaction is very
real, and decision-makers should take time to consider escalation carefully before
responding. As Libicki (2013) argues, decision-makers have to understand what is at
stake, that is, what they hope to gain by responding in a particular way. Cybersecurity
professionals can also have an incentive to trumpet the threat of cyber attacks, which,
at times, may heighten the risk of overreaction. Even if there is probably a great
political pressure after a cyber attack occurred, political prudence is needed. At least
at a certain level, restraint should be encouraged. Self-restraint is a relevant concept
that would be best to keep in mind to de-escalate the activities, especially if kinetic
response is being considered (Valeriano and Maness 2015). In general, deterring
escalation requires that the adversary believes that escalation will result in a worse
outcome than restraint, which can occasionally be a stronger way to manifest national
power.

3.5 How Urgent Is a Response?

Time is a relevant issue to take into consideration in politics. The political pressure
to respond especially increases when (1) the impacts of the cyber attack are acknowl-
edged in public and (2) the official accusation of the attacker has been announced.
Not responding fast enough could mean the loss of face and political credibility.
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Political rivals would probably also exert more pressure toward the idea of “doing
something”. Therefore, the low level of certainty in attribution may be used as an
excuse to do nothing.

4 Response Framework

Cyber hostilities provide governments with a complex set of decisions to make, from
understanding the level of attribution and the severity of the attack to evaluating
proportional response while assessing the risks involved in taking certain courses of
action. Decision-makers also have to assess their kinetic and non-kinetic instruments
that can be used in response—while time is running and political pressure increases.
Passivity in the face of cyber attacks will probably encourage opponents to engage
in more aggression. Political decision-makers need to be proactive in determining
appropriate response options. Developing a framework within which to respond to
cyber attacks allows policymakers to quickly consider solutions and counter with
options previously analyzed for merit and possible consequences. Identifying an
appropriate response in advance could prevent the state from making mistakes that
could unintentionally jeopardize political, economic, intelligence, and military inter-
ests. Although each response will be case-specific (situation-dependent), a frame-
work will enable policymakers to quickly consider their options.

Figure 1 represents a rough example of the framework ' that policymakers should
build on and provides a model for framing the potential responses to cyber hostility
before it occurs. This gives the decision-makers a starting point for making their
own assessments on courses of action in a time of crisis. Combining the degree of
attribution, incident impact, policy options, risks, security strategies and international
law, urgency, and proportionality, it outlines the different levers of cyberpolitics that
should be applied in response to escalating levels and severity of cyber attacks. The
purpose of the framework, while deliberately simplified, is to illustrate the different
aspects that have to be analyzed carefully among political decision-makers when a
state is considering a range of options and responses to a cyber attack or makes a
decision to do nothing. According to the framework, the more severe the cyber attack
is, the stronger the response needs to be. The framework illustrates the impacts and
severity of a cyber attack, with website defacement at one end of the scale and loss
of life at the opposite end. This is against the level of response, ranging from media
statements to military responses. The options to respond can be complemented with
different instruments covertly and/or overtly. Across the response spectrum, there
will be inherent political and legal risks associated with each decision, and risks
increase as the level of the response increases.

As Feakin (2015) argues, policymakers should also clearly understand the costs
associated with each response. Each response will have an impact on the state’s
diplomatic relations, reputation, power, and military and intelligence operations.

15 Compare Feakin (2015).
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Fig. 1 Political response framework

Implications need to be understood before the manner of response is chosen. Assess-
ing options will require input from relevant government agencies, as well as private
sector companies, whose operations and businesses could be affected by the response.

The framework should not be interpreted as strict political “redlines” for certain
response. There are two sides to consider when possibly setting redlines concerning
cyber hostilities. On the one hand, redlines invite adversaries to act below the line,
thinking that they have immunity or low political risk in carrying out their cyber
operations. Redlines can also push states into a corner so that they have to respond
when the line is crossed in order to preserve their credibility. Presumably states do
not want to be too precise about potential responses in public. On the other hand,
setting some redlines is a strong message of deterrence to the adversaries that makes
sure that they know that there will be a response if they cross the line. A certain
degree of imprecision may be the best solution politically: to announce that there
will be a response, but that details will not be revealed beforehand.'®

5 Conclusion

The role of the cyber domain is increasingly shaping the global security environment
and power dynamics between states and other actors. At the same time, cyber capabil-
ities are reaching a more advanced level. We have entered an unstable and suspicious

16For example, the United States has announced that it will “respond to cyber attacks against U.S.
interests at a time, in a manner, and in a place of our choosing, using appropriate instruments of
U.S. power and in accordance with applicable law” (Department of Defense 2015).
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era, and we have done so without a clear roadmap of tested political fundamentals.
States are trying to navigate the bounds of acceptable and proportionate responses
when faced with confrontational cyber hostilities. Political understanding and com-
mitment is needed all the more when states are trying to figure out the proportionate
way to respond to different kinds of cyber hostilities. In cybersecurity, the focus is
too often on technical details without the ability to understand the political context.
Ultimately, the decision as to whether a cyber attack is an act of war or something
else is a political one, particularly in cases that fall into the gray area between annoy-
ance and actions that attempt to end the existence of a state. Operating in today’s
“unpredictable hybrid security environment” requires more political expertize and
preparation on cyber issues. The significance of cyberpolitics will increase in the
coming years. Policymakers are probably forced to reconceptualize “cyberwar” or
“cyber conflict” as a form of “hybrid war” that is contested even during what people
usually consider peacetime.

Protocols for responding to cyber hostilities are unclear, which should be under-
stood as a lack of power in cyberspace. This chapter introduced a political response
framework that provides a starting point for governments and decision-makers to
build their country-specific frameworks. Given the likely pressure governments will
feel to respond to cyber attacks, policymakers need to develop a response framework
of their own before disruptive or destructive cyber hostilities occur. The framework
presents the main variables and influencers that have to be taken into consideration
when considering a response to a cyber attack. The framework also encourages gov-
ernments to develop their readiness and capabilities in order to be able to obtain
answers to the questions it presents—before making a decision about responding.

The need for establishing boundaries in cyberpolitics is critical, as without them,
nations leave their borders and critical systems open to cyber attacks from foreign
actors with impunity.

There are plenty of different diplomatic, informational, military, and economic
ways to respond, and each state must consider which ways are suitable to them in
each situation. One key issue is to consider either physical or cyber response—or
both of them together. There is also a possibility for covert response: not to make
effects public and no claim of responsibility for the actions. In practice, responses
and reactions to cyber attacks will probably involve high levels of secrecy. The
perpetrators of cyber attacks may try to keep their responsibility and methods secret.
Defenders may also be reluctant to disclose details or even the very existence of cyber
attacks, whether to protect secrets about their vulnerabilities and defenses, prevent
public panic, avoid political embarrassment, or escape unwanted domestic pressure
to take retaliatory actions.

The importance of creating response levels to cyber attacks is twofold: it provides a
framework for deterrence against adversaries and it provides a means to recognize and
respond to cyber attacks as they occur. As a benefit, it also provides a framework for
allied countries to create similar network initiatives, promoting greater international
cooperation, which is a necessity in cyberspace.
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Even if a political response framework is created, that does not mean that it will
be used accurately. One reason is that new methods for utilizing cyberspace are being
developed all the time. In politics—in cyberpolitics—there will always be flexibility
depending on both the current decision-makers and the ambiguity of the situation.
The framework will also be different in each state, because each state has its own
cultural, political and military characteristics. Thus, all states should develop their
own policy response frameworks. What is recommendable in one national framework
may not be so in another.

Even if the importance of the response model against cyber attacks is emphasized
in this chapter, cyber attacks and cyberpolitics should not be treated in isolation
from the other domains. It is unlikely that cyber attacks occur only as stand-alone
operations. The ability to integrate cyberpolitics—and cyber power—into a broader
political context is going to be the key. A holistic approach to cyberpolitics is needed,
especially in regard to the understanding of the increasing convergence between the
cyber and physical worlds. As long as the physical and cyber domains are treated as
being separate, there is little hope of securing either one of them or increasing power.
The convergence of cyber and physical security has already occurred at the technical
level and it is vital that the political understanding of the intertwining physical-cyber
environment be increased.

More research would be helpful in determining under which circumstances and at
what stage during or after a cyber attack the policy instruments could be most effec-
tively applied to put pressure on the suspected adversary and to request assistance
from other countries. We are in the first phases of creating this understanding—and
the related political decisions.
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Cyber Security Strategy Implementation m
Architecture in a Value System L

Rauno Kuusisto and Tuija Kuusisto

Abstract In this chapter, we introduce an approach toward enhancing the quality
of strategy implementation. As a framework, we use cybersecurity strategy imple-
mentation planning and execution. Justification for this work is the observed need
to be able to perform strategy readjustment processes quickly and in an agile way,
when needed. This requires processes and practices that are simple enough and exe-
cutable with small resources in a relatively short timeframe. The problem statement
can be formulated as follows: “We need to determine an utterly simplified, non-
complicated model to help us to tackle the complex problem of implementing a
cybersecurity strategy of adequate efficiency in a changing operating environment.”
We will construct an information structure architecture model to support the strategy
implementation process. The purpose is to provide a platform to take account of the
relevant selection of various functions and their junctions to evaluate the balance of
strategy implementation compared to the defined operating environment.

1 Introduction

It has been observed that the cyber operating environment is in a state of continuous
change not only at the technological level but increasingly also at the political-
strategic level. This requires an agile methodological approach to proactively adjust-
ing the implementation of high-level strategy to respond to changing demands of
the operating area. That leads to the problem statement: “We need to determine an
utterly simplified, noncomplicated model to help us to tackle the complex problem of
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implementing a cybersecurity strategy of adequate efficiency in a changing operating
environment.”

The context around our construction task is national governance. We will approach
the overall problem from the viewpoint of high state level governing. However,
we think that the methodology we will provide here is scalable. The architecture
approach that we are using is focused on those complete activities that shall be put
into practice at the particular structural level of the actor itself. It is obvious that each
actor shall construct the authority-specific content of the strategy implementation that
serves their particular tasks and responsibilities. In general, strategy implementation
defines those critical tasks to be performed to reach the desired end-state or vision.
Strategy implementation makes it possible to coherently take the right actions at
the right time. It is understandable that the path will need to be adjusted as the
overall operating environment changes. In other words, implementation will be agile.
Figure 1 depicts the strategy implementation. The strategy path proceeds toward the
vision, obeying those compositions and resources that have been created for it. The
use of a variety of those means and resources will be optimized to make the path
realistically accessible.

For that purpose, we began to contemplate how we might construct a simple way
to remain aware of the consequences of the changing cyber operational environment
for existing cybersecurity strategy implementation principles while simultaneously
checking whether the implementation steering is headed in the right direction. We
concluded with the thought that an utterly simplified architecture approach could
help the actors to optimize the output of the strategy implementation development
process.

It is obvious that the way of doing things also requires formalizing and modeling
the overall context to bind the action method used to the comprehensive problem area.
The categorization principle of constructing a relevant architecture for the defined
purpose is also needed to determine the most relevant features for the final purpose.
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Fig. 1 Strategy implementation
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That means that we have three steps to plot out. The first one is to choose and
implement a framework model that describes the strategic operating environment.
This phase models the comprehensive context for the case. The second phase involves
choosing a model that can be used to focus the construction of the architecture model
toward the goal of addressing only the most relevant issues to be taken account in
the implementation adjustment process. The third phase is the construction of the
simplified architecture model itself.

To reach the goal stated above, we will use a selection of existing theories from
sociology (Parsons 1951), information philosophy (Habermas 1984, 1989), and com-
plexity (Ball 2004) as the basis for constructing the required models for those three
phases. These theories will be supplemented and demonstrated by some models that
have been proven in practice. As a basis of methodological thinking, we are using
soft system methodology (Checkland and Scholes 2000), complex adaptive systems
(Holland 1996a, b) and content analysis (Krippendorf 2013). In constructing the
architecture, we will be using enterprise architecture models, organization theories,
and communication theory. Mirroring the selected theoretical approach through the
methodological worldview, we will reveal the comprehensive context of the situa-
tion in which we construct the simplified architecture to enhance the implementation
process.

We are using hermeneutics as a compiling methodological framework. We will
define the baseline and construct new layers of interpreted information upon it to drive
us toward the set goal. The baseline is the observed need to steer the implementation
of cybersecurity strategy quickly enough in the changing operating environment. The
goal that we have set is to construct a model to support this agile steering process.
The steps that are required to reach the goal contain a continuum of implementation
of existing relevant theories and models to reach the goal.

The structure of this report obeys the thinking process described above. First, we
introduce the comprehensive framework of our thinking. Then, we reveal the content
of the three research phases described briefly above. Each of those is a small research
unto itself and contains theory construction, necessary methodological remarks and
a model construction as an end-state. Finally, we introduce a discussion to evaluate
the value of the suggested architecture construction.

2 Framework

We start the construction of the overall framework by defining its three main parts.
The first is the model of the society in which the strategy implementation will be put
into practice. For that purpose, we use Parsons (1951) social system model with some
added flavor of Habermas (1984, 1989). The final model has been successfully used
in several cases to analyze various information exchanges (e.g., Kuusisto 2008, 2012,
and Kuusisto and Kuusisto 2009, 2013). The second is an abstract model originally
introduced by Aristotle in his production. This helps to orient the construction of the
final architecture model.
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Fig. 2 The comprehensive modeling framework

That final model is based on enterprise architecture models. The variety of these is
rather formidable. Analysis of those models can be found, e.g., in Agile Data (2017)
and The Federation of Enterprise Architecture Professional Organizations (2017).
The common feature for those models is their tendency to cover the ever-changing
variety of the complete spectrum of ponderable issues covering all functions of an
organization. In some cases, this may be a good solution. These comprehensive
models become especially justified when business aims and technological support
are combined together in a seamless way. However, we do not need to combine
technological support with our strategic will, but rather to create such tasks that shall
allow our organization to communicate and put into practice relevant strategic aims.
That makes this approach toward architecture models different compared to most
enterprise-focused architecture models. In our case, the question is one of strategic
governance. This sets some special requirements for the architectural approach.

Figure 2 shows the comprehensive modeling framework. The context is the cyber
operating environment in a social system. This includes the value system in which the
long-term effects will emerge. The overall context is examined in an ever-evolving
information-driven world producing such activities as the core structure of that world
allows. Those activities can be guided by providing a relevant structure for developing
the information that will be defined and evaluated with the help of an architecture
model. The output of that process will have effects on the value system of the original
social system context and will have positive effects in the long term.
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3 The Construction

3.1 Context and Guidance

All systems can be considered to be information-driven activity cycles in a structure.
This feature, discovered very early (Aristotle), points out that systems consist of a
structure, actions, and information (Fig. 3). They will produce activity when infor-
mation is fed into their structures. The produced activity will act as input information
for the system to produce more activity. A somewhat more detailed description of
this principle can be found in Holland’s (1996a, b) thoughts on complexity. We will
use this principle of a complex world to reveal the high-level guidance principle for
constructing relevant strategy implication architecture.

Habermas (1984, 1989) combines theories from the social sciences and system
thinking. He states that a social system contains dimensions of time and space. It also
has an initial state and a goal state. Its communication orientation is both internal
and external. Habermas (1989) argues, referring to Talcott Parsons’s thinking (1951)
that the activities of an actor that direct information represents four basic classes:
Values, norms, goals, and external facts. Figure 4 demonstrates the basic structure of
the social system model that we are using. It is not purely Parsonian or Habermasian,
but rather a refined version of those two (Kuusisto 2004). More applications and
testing can be found, e.g., in (Kuusisto and Kuusisto 2009 and 2013).

An actor in a social system can be a state, an organization, a team, or even an indi-
vidual. In our case, the actor is the central government of a state. In the information
refining process of an actor, the values have effects on the norms, which both have
effects on the goals, all of which have effects on the exploitation of external facts
further on. The activities that use external facts to change values are adaptation, goal
attainment, integration, and pattern maintenance functions. The structural phenom-
ena of social systems include culture, community, polity, and institutions. Cultural
systems are more solid than communities, which are themselves more solid than
polity structures and institutions (Habermas 1989). Information fed into a structure
produces various actions based on information categories, like Aristotle and Holland
(19964, b) have argued. Values affect manners of action and maintaining patterns.

Fig. 3 Picturing how
information drives activities
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Norms urge forward integration into the community. Goals inspire the attainment of
objects and external facts produce adaptation to the requirements of the surroundings.

The context of our approach is the value system. In the social system model, it is
situated as depicted in Fig. 5. The basic idea is that the information of values will be
fed through a cultural structure. That process produces activity of behavior pattern
maintenance. The idea is to provide a suitable cultural environment to enable the
acceptance of the value profile. This enables such desired activities as will respond
to the inevitable change that will have long-term strategic effects. This is what is
required to act successfully in a cyber-physical operational environment. In practice,
this means that a strategy implementation program shall contain such activities that
will provide a solid platform to make a necessary cultural change. In our case, this is
about creating a working culture in a cyber-physical environment. This takes place
internally in a system under interest and at the present-day moment. The changed
behavior in evolved cultural structures gives necessary guidance for understanding
the initial existing world and for making such arrangements that allow the relevant
information in the world around us to be observed. It also gives the relevant guidance
for constructing such a normative environment that can provide the best possible
opportunity to integrate our own community into the rest of the world in an optimally
beneficial way.

People act within social system structures guided by the structure itself and the
internal norms. People acting within a social system distribute and collect information
both inside their own system and to and from the other, neighboring systems. This
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Fig. 5 The area of value system in a social system model

kind of information flow, along with the continuous emergence of new kinds of
interpretation, forms a complex system that may be difficult to figure out. Output
of the comprehensive process is very culturally dependent (Hofstede 1984). This
kind of complex system is practically impossible to control in a comprehensive way.
However, modeling this complexity in a simple enough fashion can help to create
understanding about the nature of the ever-interacting and dynamically evolving
system of various subparts and phenomena of the comprehensive system. This can
help us to determine acts relevant enough to make it more convenient to live in this
kind of new surroundings. Further on, this understanding will provide a possibility
for constructing such toolsets and models that will simplify and enhance decision-
making in the complex operating environment of the cyber-physical world.

3.2 Architecture

Let us start construction of the architecture model with a brief introduction of com-
prehensive management and governance structure. Management and governance are
activities that take place in a structure that is in some way defined. Many textbooks
describe organization theories and management practices seasoned with a represen-
tative variety of case studies and examples, e.g., (Kaplan and Norton 2006, 2008),
(Atkinson and Moffat 2005), (Hatch and Cunliffe 2006). We do not delve into the
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variety within organizational structure models here, but only state that to lead, man-
age, administrate or govern, some sort of organizational structure must exist. An
organization consists of a variety of structural levels, the amount of which and man-
ner in which they reveal themselves vary from one organization to another. We will
not delve into that area either, but only state that organizations typically contain three
levels: strategic, operational, and tactical. A certain amount of level-specific activity
takes place on each of these.

Our approach is activity-based. That is because implementation is about activities.
We will model the activity of an actor in its own organization at its own level within
that organization. Focusing our model on the activities at three levels taking into
account the three main activity directions, we can construct an activity architecture
matrix that can be used for the implementation of directing and evaluation purposes,
as we formulated in the research problem.

Relevant activity can be directed toward the production to be effected, the sup-
port required for the core production, and the effects that will have influence on the
surrounding world. Every organization has those three functional blocks. Organi-
zations’ core business provides the products to be used by customers or that have
influence on the operating network to which the organization belongs. To support,
optimize, and enable this core business, organizations need internal staff functions.
To reach its aims, the organization needs functions to push its products into the sur-
rounding world. More detailed descriptions of those generic features can be found in
the referred business management literature. In our architecture construction, we use
generic expressions of the “support, production, and effects” of those three functions.

Activities can be strategic, operational, tactical or operational by nature. The
approach to the activity shall not be mixed together with organizational structural
levels. All organizational levels will perform those three levels of activity from their
own point of view. This is the reality even on an individual level. Let us justify
this thought. Vision defines the desired end-state that we wish to achieve. Strategy
reveals the direction and path required to reach this vision based on the information
and knowledge we have at the moment we start our journey toward it. Strategic
activity contains those acts that will define the path and formulate its topography.
Strategic activity defines the way we need to go to reach the desired end-state.

Operational activity is a bit trickier. In business-oriented thinking, this is often
embedded into the strategic activities. This is justified because operational activity is
the main enabler of putting the strategy into practice. Operational activity solves the
problem of defining the conditions necessary to tread the strategic path we need to
follow to reach our desired end-state. The observed end-state of operational activity
reveals itself as resourcing. But operational activity is not only resourcing. Before
resourcing can be done, some activities need to take place. These are the core of
operational activity. This contains two main branches. The first involves creating such
compositions beforehand that make it possible to form the path or highway leading
to the vision. This requires deep knowledge about the operational environment in
space and time from the beginning point to the anticipated end-state. The other main
operational activity is to create or enable all required resources and means to travel
the required path and to proactively anticipate what will be needed to overcome the
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Fig. 6 Activity architecture
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obstacles faced during the strategic journey. When those two main branches, creating
compositions and creating and enabling resources and means, can be dealt with, the
strategy has a good starting point to be well implemented. It is obvious that changes
in the operational environment require implementation adjustment. We believe that
our activity architecture model will also support the implementation of direction in
quickly changing situations.

Tactical activity involves deploying means and resources optimally in a situation.
Tactical activity puts operationally arranged assets into practice in a situation that is
optimized through operational composition creation. In quickly changing situations,
tactical agility is a necessity. This agility requires operational resilience. Resources
or toolboxes full of means to pre-act or react created in advance shall be redirectable.
A continuous preparedness to create or recreate beneficial compositions shall exist.

Operating activities are those in which immediate execution is required to reach
some strategically defined subgoal. Operating puts tactically optimized resources to
work to reach a set goal. In strategy implementation, these are the issues that shall be
activated immediately to reach earlier set goals or assure that the particular practice
can be directed toward the changed direction to respond to the changing operating
environment.

We can form the model through the principles documented above. It contains four
activity layers and three orientation columns. Figure 6 depicts the construction.

Using content analysis, e.g., (Krippendorff 2013), as a method, the strategy imple-
mentation plan will be analyzed and each of the implementation tasks will be situated
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the box into which they fit best. It is advisable first to consider the activity level of
the analyzed task. After that, it shall be analyzed as to which category an activity
belongs: support, production or effect from the viewpoint of the actor under interest.

Two hypotheses can be set about the results of the strategy implementation plan
analysis. First, it could have assumed that the operational layer would have been
emphasized, because operational activity will be the most important factor in pushing
forward further activities to put relevant steps toward enabling necessary cultural
change. So, if the implementation plan is well balanced, many of its individual tasks
should focus on the operational layer. Second, a certain balance of tasks should be
noted. The balance should reflect the strategic will to develop certain issues during
the implementation phase. The strategic layer that reveals the main direction of the
chosen strategic way will be especially important.

We applied the model by using the revised version of the implementation plan
of the Finnish national cybersecurity strategy (The Security Committee 2017). The
implementation plan is still under final construction while this article is being written.
The final version will be published by The Security Committee (2017). We used the
model described above to test the implementation plan. The test was used as a case
to evaluate whether the method is valid for its purpose. The results will be fed into
the development process. The findings of that test will be presented in the following
section.

4 Findings

We completed a preliminary expert evaluation of the strategy implementation plan
studied using content analysis as a method. Some further work will need to be done
to deepen this evaluation so as to reach more accurate level of analysis. This could
verify the results and give some ideas for further development of the method. We
think that even at the expert evaluation level, this method can give ideas and guidance
for the redirection of strategy implementation plans. The principal aim of the pre-
evaluation, however, was to find out if the method could be valid and relevant for its
purpose. This means that the result we document here will give, at best, an idea of
the usability of this kind of evaluation process.

We categorized all twenty-two implementation tasks into the architecture model
by using content analysis. The result by percentage is depicted in Fig. 7.

We can note that the focus seems to cumulate on the operational level. Both
supportive and productive operational tasks are frequent. Also, one task that shows
an operational-level effect exists. The overall balance is interesting, because some
tasks are on operating level, too. This reveals that some issues are considered to
have such importance that they have been elevated to be supervised on the strategic
management level.

It can be noticed that the first hypothesis about the focus of implementation staying
mainly on the operational level seems to be valid. The second hypothesis about the
overall balance is more difficult to confirm. Some sort of balance seems to exist.



Cyber Security Strategy Implementation ... 59

Fig. 7 The results
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However, because the sample is limited containing only 22 individual tasks, it may
be too small to evaluate the validity of our second hypothesis. Further and deeper
evaluation of the contents of implementation tasks must be done. For that reason, we
also completed some preliminary expert evaluation about the detailed content of the
tasks, too.

The strategic level issues deal with directing strategic guidance principles of the
state cybersecurity (support), revising and organizing the cybersecurity governance
model of the state (production), and pushing toward active participation in interna-
tional cooperation and influence on cybersecurity (effect). That gives an idea of the
strategic intention of the state during implementation activation. The operational level
interaction direction contains a statement for enabling possibilities of active defense
in the cyber operational environment. Together with strategy level interaction, the
task of being active at an international policy-level drives the implementation in a
comprehensive security-policy direction.

Will this architecture-based evaluation and analysis tool reveal whether the strat-
egy implementation task has effects on the internal value system to produce perma-
nent change in activity patterns? This question is a part of our chapter heading and
deserves an answer. The framework architecture model described and tested above
does not directly give an answer as to whether the analyzed implementation plan has
effects on the value system of an entity acting in a social system in a comprehensive
cyber-physical operating environment. The framework gives the first idea of the ade-
quacy of the focus and balance. After that, some more analysis shall be performed
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to determine whether the content is focusing on the relevant areas that have been
set into the vision and strategy work. So, more detailed content analysis is required.
Some of the findings discovered have been documented above.

To find out if the tasks will support a change in the existing governance culture
toward the observed phenomena of the cyber-physical operational space, a very brief
content analysis of certain operational level tasks was conducted. In the following,
some examples of operational level tasks are given. The implementation plan calls
for, e.g.:

1. Establishment of a cybersecurity forum to evaluate the outcome of cybersecurity
strategy implementation on a regular basis.

2. Clarified and supplemented legislation regarding information security and pri-

vacy.

Assurance of continuity of electricity production.

4. Development for enterprises of a system of minimum requirements for cyberse-
curity at a national level.

b

Here are only a few of the required tasks. Some others exist, but documenting
them is irrelevant because the aim of this study is to evaluate whether the method is
valid. In general, it can be noted that the content of those tasks is such that they will
guide actors to develop processes and structures of their own toward taking better
account of the existing requirement for successful operation within a cyber-physical
environment. It can be cautiously stated that the content of tasks of implementation
seems to be such that will have effects on behavioral patterns. Thus, they can affect
pattern maintenance. Interpreted against the theory that we are using, it is possible
that implementation tasks have effects on the value system. If it turns out to be so,
the method we have created can be further used to evaluate strategy implementation.
This requires two steps. The first one is to integrate implementation tasks into the
architecture model and evaluate whether the balance is acceptable. The second step
is to conduct detailed content analysis to find out if the individual tasks have the
desired effects on the focused area in the social system.

5 Conclusions

We have formed a method for construction to help to solve the stated problem:
“We need to determine an utterly simplified, noncomplicated model to help us to
tackle the complex problem of implementing a cybersecurity strategy of adequate
sufficiency in a changing operating environment.” The problem is more than valid
in the cyber-physical operating environment that is still in its pre-organized phase.
New phenomena and new possibilities for action emerge continuously. This requires
anticipatory attitude toward strategic decision-making. In order to pre-act, the opera-
tional level of activity is important. It is in this that the opportunities to take strategic
advantage will be enabled. For that reason, we need a toolset to support agility in
strategy implementation.
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We introduced an architecture-based model to support strategy implementation
and enable implementation agility. We used processed support in the arrangement
of a plan for strategic implementation of national cybersecurity as a case to test the
applicability of the model. The preliminary testing of the method shows that potential
benefits to the approach exist. More testing and application experimentation shall be
performed to finally validate the benefit of the suggested approach. These will be
performed during the strategy implementation process.
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Andreas Haggman

Abstract This chapter evaluates the feasibility of cyber deterrence strategies. In the
past few years, cyberspace has been the centre of attention for military policymakers,
with states racing to assert their dominance and superiority. As with the advent of
aerial warfare and air power in the first half of the twentieth century, the cyber
domain has seen a rapid influx of technology. This praxis has outpaced theoretical
formulation and conceptual development, with the result being that old strategies are
being transposed to the new domain. Deterrence is chief among these but suffers from
significant problems, as it has been fundamentally shaped by the nuclear era. The
nature of cyberspace as characterised by immateriality and supranationality, with a
preponderance of non-state actors, makes the rule sets that defined nuclear deterrence
inapplicable. Exacerbating these issues are the real difficulties of achieving credibility
and the attribution problem. The cyber deterrence strategies that have hereunto been
expounded do not seem to heed these issues, but instead inflame a dangerous rhetoric
that fuels a particularly volatile arms race. As an initial step towards ameliorating this
situation, this chapter concludes by offering two rudimentary policy suggestions.

1 Introduction

With cyberspace becoming established as the fifth domain of warfare, classical con-
cepts developed in the other domains (land, sea, air and space) have found a new
outlet. Among these is the idea of deterrence, which has been present as long as
humankind has waged war, though it is perhaps chiefly remembered as the under-
pinning strategy of the nuclear era. Although cyber capabilities do not offer the same
devastating destructive capacity as nuclear weapons, cyber attacks on financial sys-
tems, healthcare, transportation and electricity grids—such as the December 2015
attack that left 225,000 Ukrainians without power (ICS-CERT 2016)—nevertheless
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carry significant potential harm. Given that deterrence seemingly averted nuclear
conflict, it seems that policymakers today are keen to turn to this concept in order to
avoid an aggressive exchange of cyber blows.

In September 2013, for example, then Secretary of State for Defence Phillip Ham-
mond issued a statement addressing certain aspects of the United Kingdom’s (UK)
national cybersecurity strategy. In a part of the statement, Hammond asserted that
‘simply building cyber defences is not enough: as in other domains of warfare, we also
have to deter. Britain will build a dedicated capability to counterattack in cyberspace
and if necessary to strike in cyber space’ (Norton-Taylor 2013). Chancellor George
Osborne reiterated this stance in November 2015 (HM Government 2016a, b) and
the position has been officially adopted elsewhere, including in the United States
(US) (National Science and Technology Council 2016). Other countries, both in the
West and East, maintain a deterring posture through overt development of offen-
sive cyber capabilities, even if the deterrence rhetoric is not explicitly invoked. This
focus on cyber capabilities obtained with the intent to deter deserves careful dis-
section because it is fraught with historical precedents and implications for future
foreign policy and relations.

This chapter will analyse the issue of cyber deterrence by introducing the histori-
cal context of deterrence theory and questioning whether old paradigms translate to
the new cyber domain. It shall be postulated that owing to fundamental differences
between cyberspace and analogue space, particularly the problems of anonymity and
identification, a strategy of deterrence is not easily achieved in the cyber domain.
With reference to Phillip Hammond’s positioning of the UK in this debate, it shall
furthermore be argued that such statements represent a potentially volatile type of
rhetoric that promotes neither transparency nor trust and could lead to escalated
securitisation and militarisation of cyberspace. Finally, two basic policy recommen-
dations shall be made that address these problems: first, less ambiguity in public
statements; and second, a reappraisal of who the enemy really is.

2 Deterrence in Context

The idea of deterrence is, of course, not new. While the present chapter does not offer
scope for a detailed history, some understanding of the modern idea of deterrence
is required in order to contextualise the cyber debate. The twentieth century’s defin-
ing and enduring author on deterrence was the Italian Guilio Douhet, whose The
Command of the Air signalled a new direction in strategic thought. The advent of air
power, first through airships and later airplanes as tools of war, introduced—quite
literally—a new dimension to the conflict. Douhet envisaged that the destructive
power, both in the material sense as well as the demoralising sense, of aerial warfare
would ultimately restrain states from waging war upon one another. Such restraint,
said Douhet (1943), would emanate from ‘one lone aeroplane, which could accom-
plish the immobilization of all these resources and energies merely by its potential
existence, without needing to take off and fly at all.’
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Needless to say, this captured the imagination of military planners; wars could now
potentially be avoided or won without any requirement to expend costly manpower or
resources. Airship historian Poolman (1960) has stated that this idea was to ‘obsess
military thought’ in the interwar years and beyond. Investment in air forces in the
1930s suggests that the military boffins managed to convince their civilian paymasters
that aerial deterrence was a good idea. Between 1920 and 1939, for example, the
newly created Royal Air Force received an annual average 6.6% funding rise, whereas
the Royal Navy, previously the stalwart arm of the UK’s armed forces, lost 1.1% in
the same period (Appendix A).

The Second World War popped the airpower deterrence bubble with a catastrophic
bang; despite investing in the hardware and buying into the doctrine, war had not been
avoided. However, the even more climactic bangs that ended the war—the atomic
bombs dropped on Hiroshima and Nagasaki in August 1945—moved deterrence
thought into the nuclear era. The utter devastation made possible by nuclear weapons
by itself discouraged their use. ‘The essential feature of the strategy of deterrence,’
stated Beaufre (1994), ‘lies in the non-employment of nuclear weapons through
judicious exploitation of the fact that they exist.” Simply showing the enemy that
you have the capacity to destroy them—in the most extreme sense of the word—was
sufficient for deterring them from attacking you. This certainly seems to have held
true during the Cold War, during which nuclear war between the United States and the
Soviet Union, not to mention any of the other nuclear power, did not occur (despite
worries arising from the Cuban Missile Crisis of 1962 and Exercise Able Archer in
1983).

The problem seems to be that deterrence theory has not moved on from this era.
Though nuclear weapons still exist, the world has undergone radical political and
technological changes. The balance of power is no longer polarised between two
superpowers but is instead dominated by a lone actor—the US. However, new state
and non-state actors are flexing their muscles on the international stage, with China
slowly filling the vacuum left by the Soviet Union and terrorist groups causing havoc
in the Middle East, as well as further afield. Increasing personal health and wealth
has been brought on by scientific and mechanical advancements. Crucially, new
technologies that instantly and constantly connect all corners of the planet have led
to a truly transformed world in the twenty-first century.

3 Deterrence in Cyberspace

Both popular and academic imagination purports that war in this century will pri-
marily be a cyber affair. Film franchises like The Terminator and The Matrix create
worlds where computers and machines are pitted against humans, while books by
Arquilla and Ronfeld (1993) and Clarke and Knake (2010) paint vivid pictures of
what cyberwar will look like. This view is, of course, not without its vocal dissenters,
notably Rid (2013), who convincingly argues that war (in the Clausewitzian sense)
cannot take place in cyberspace. Although this debate is ongoing and often verges
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on mere semantics, some more concrete lessons might be gleaned from definitions
of cyber weapons; after all, war and warfare, no matter how they are conceptualised,
cannot be fought without accompanying capabilities. Mele (2013) uses the three
elements of context, purpose and mean/tool to construct the following definition:

A part of equipment, a device or any set of computer instructions used in a conflict among
actors, both national and non-national, with the purpose of causing, even indirectly, a physical
damage to equipment or people, or rather of sabotaging or damaging in an indirect way, the
information systems of a sensitive target of the attacked subject.

From this, we see that a cyber weapon has both technological (computer equip-
ment/code) and political (user and intent) components. By extension, cyber conflict,
whether viewed through the lens of war, warfare, sabotage or espionage, should be
seen as an activity conducted with some level of sophistication—both in the tools
utilised and the motive for attack.

Regardless of whether it is Arquilla and Clarke or Rid who are ultimately right
in conceptualising cyberwar, policymakers, evidently, see deterrence in cyberspace
as a necessity, and they are preparing for this by acquiring capabilities in line with
Mele’s definition. The question, then, is whether they are right to try to bring a con-
cept fundamentally shaped by the technologies and politics of the twentieth century
into the much-altered world of the twenty-first century. It shall here be argued that
deterrence, as it is understood in the classical sense outlined above, is not translat-
able into the twenty-first century for four reasons: non-state actors, the nature of
cyberspace, credibility and anonymity.

3.1 Non-state Actors

If the twentieth century was defined by the two World Wars followed by the Cold War,
then twenty-first century has so far been defined by a long series of low-intensity
conflicts. Afghanistan and Iraq were the early headliners in the West, but numer-
ous civil wars in Africa, the Arab Spring and troubles in Eastern Ukraine continue
today at (quasi) substate levels. Just as the actors in these arenas can mostly be
identified as non-state, so can the prominent actors in cyberspace. Broadly defined,
non-state actors are organised political actors that affect state interests through pursuit
of their aims without being directly connected to a state (Pearlman and Cunningham
2012). More specifically for this chapter, non-state actors include special interest
groups, single-cause activists, independence movements, freedom fighters, lobby-
ists, protesters, dissenters, and even Jihadists who have, through the Internet, gained
a global megaphone through which they can promote their views. It is these inter-
national groups that define the population of cyberspace, not nation-state citizens.
Granted, of course, a person can be a ‘netizen’ (Hauben and Hauben 1997) and a
citizen at the same time, but on the Web, nation-state citizenship is much eroded due
to the particular characteristics of the Internet, as shall be further elucidated below.
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The problem for deterrence is that these non-state actors do not generally behave
according to state system norms and values. Without going into detail about any
theories of international relations, it suffices to say that non-state actors are not
bound or constrained by the same principles as states. Regulations that govern how
states interact are not applicable to many non-state actors, especially in cyberspace.
Diplomatic missions and trade laws can be completely bypassed through online
interactions, just consider dark web marketplaces like Silk Road. In effect, non-state
actors do not play by the same rules of the international system that underpins a
classical strategy of deterrence. It would be like playing a game of football against a
team that does not adhere to the offside rule: you will be vastly restricted in what you
can do, whereas the other team can roam freely and score with greater ease. In fact,
to take the analogy further, you would not be playing against another team at all, but
rather a collection of individuals and smaller teams, each of whom have their own
ball. Winning such a game would be impossible, partly because of the unstructured
chaos, and partly because the conditions for victory are ill-defined. To think, as the
UK, the US and others do, that one can deter in a cyberspace dominated by non-state
actors is, therefore, a mistake.

3.2 Nature of Cyberspace

Cyberspace is a misnomer, for it is not really a space at all. It is formless and
borderless in its nature and depends upon physical infrastructure—servers, cables
and computers—for its existence. It is not incorrect to say that, without humans, the
Internet is nothing; though it is perhaps, at the present time, far-fetched to claim the
reverse. The point, however, is that the Internet pervades and supersedes traditional
notions of territory and ownership (Johnson and Post 1996). An Internet user does not
reside in a location on the Internet, nor is it possible to claim rights to a particular part
of the Internet (though many try). It is possible to control the physical infrastructure
of the Internet depends on, but the Internet does not have one single point of failure;
there is no master switch that bestows upon its controller an almighty power. On
this point, the US has a distinct advantage because of the huge amount of general
Internet traffic that passes through servers geographically placed within the US.
The National Security Agency has leveraged off this fact for many of its signals
intelligence programmes. However, this does not translate into any great deterring
prowess; indeed, the US is instead perhaps the most attractive and lucrative target
for cyber attacks.

The supranational scope of the Internet, both in its nature and users, poses major
problems for deterrence in cyberspace. To achieve its objectives, traditional deter-
rence relies on notions of statehood, including territory and citizenry, because these
are physical manifestations. A country occupies a particular space on the globe, and
it is this space, and its inhabitants, that it aims to protect by ensuring no other coun-
try, which occupies another particular space, violates those defined parameters. In
cyberspace, however, these parameters are notoriously ill-defined. What is a coun-
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try’s Internet territory and who are its Internet citizens? Domain names (IPv4) are
hardly a good measure of a state’s Internet footprint. In that case, Tuvalu (.tv) would
be in the top 40 in the world (W3Techs 2016), when in actual fact, it is 238th by area
and 223rd by population (Central Intelligence Agency 2016). Similarly, Estonia has
pioneered an e-residency programme that allows applicants to establish companies,
open bank accounts and declare taxes, amongst other things, much of which can be
accomplished without ever visiting Estonia (e-Estonia). E-residency explicitly does
not confer Estonian citizenship, but it does set a precedent for further greying of
boundaries between geographical territory and national citizenry.

The point is that without a highly refined understanding of what is being protected,
it is impossible to know when parameters have been breached. During the Cold War,
the superpowers were deterred from attacking one another by placing deadly weapons
behind a line, either physical (border) or metaphorical (political), with the intent that
these weapons would be used if the line was crossed. In cyberspace, there is no line,
at least not one that is simple to define and enforce. Without such a line, it becomes
very difficult to deter an adversary, for the rules of the game are not plainly evident.

3.3 Credibility

An indispensable feature of a strategy of deterrence is the credibility of the threat.
One party threatens another party with some punitive action in the event that the
other party acts outside of accordance with the first party’s wishes. For this threat to
work, however, the first party must show that the threat is very real and not simply
empty words. Schelling (1994) wrote: ‘As a rule, one must threaten that he will act,
not that he may act if the threat fails. [Italics in original]’ In other words, one must
be willing to walk the walk, not just talk the talk.

In the nuclear era, since 1945 until today, this credibility was achieved through
public declarations of intent. Whoever has the responsibility for authorising the use
of nuclear weapons must convincingly state their commitment to launching a strike,
should the need arise. If this posturing fails to convince, the deterrent will be null
and void. This principle was aptly demonstrated in the UK in the debate regarding
renewal of Trident. Trident is the UK’s continuous at sea deterrent, consisting of
four nuclear-powered and -armed submarines, and in July 2016, Parliament voted
in favour of building new boats to replace the current ageing ones (Allison 2016).
As part of the House of Commons discussion, Prime Minister Theresa May was
asked whether she would be prepared to ‘kill hundreds of thousands of men, women
and children’, to which she emphatically replied ‘Yes.” She followed this with the
remark that ‘the whole point of a deterrent is that our enemies need to know that
we would be prepared to use it.” [Emphasis in original speech] (McSmith 2016)
By contrast, opposition leader Jeremy Corbyn voted against the renewal motion,
thereby, indicating his unwillingness to push the button. In the British case therefore,
if Corbyn became Prime Minister, Trident would cease to be a credible deterrent.
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As an extension of this verbal commitment, it could be contended that the deterrent
threat must also be visible. In the twentieth century, both air forces and intercontinen-
tal ballistic missiles provided a material basis on which threats could be made. The
Zeppelin was the first aerial vehicle to provide such a basis and provoke reactions
in the general populace; as Freedman (2004) has written: “The effect of the Zep-
pelin was not simply traumatic; it inspired awe as well as fear, excitement as well
as dread.” The continuation of this was the image of bomber fleets that, as Stanley
Baldwin confidently asserted, would ‘always get through’ (The Times 1932). Later,
the imagery comprised intercontinental ballistic missiles on parade in Red Square
and elsewhere. Such imagery served the purpose of ensuring the deterrent threat
remained visible to the public eye, thereby enhancing its credibility. Even today,
the submarine-based Trident receives ample visual coverage in media. After all, it
is not only the leadership at the top that needs convincing. In Clausewitz’s (1997)
classic depiction of war, the will to fight stems from the populace. Any deterrent
effort must, therefore, also take this into account, and while elite leadership can be
reached through diplomatic channels, one of the most effective methods of gaining
exposure to the general population is through graphic imagery.

In cyberspace, which we have already seen is formless, such imagery is not fea-
sible. It is impossible to boast cyber weaponry in the same vein as conventional
weaponry. Lines of computer code, whether actual or just as an idea, do not convey
(at least to the general public) the same threat as that of a bomber plane or nuclear
missile. Waving around a USB stick and claiming it contains Stuxnet 2.0 is signif-
icantly less imposing than a large rocket strapped to a tank. Indeed, an inability to
display the deterrent of cyber threats severely undermines the credibility of these
threats. Hammond said that the UK has a ‘dedicated capability’, yet is unable to
demonstrate what this capability is (without actually deploying the capability). To
a potential attacker, the capability theoretically may or may not exist. Any threat
made with this capability is, therefore, only hypothetical and does not convey, in
Schelling’s words, a will to act. Even if there is an audibly credible will, there is no
visibly credible way.

3.4 Anonymity

‘On the Internet, nobody knows you’re a dog.” So reads the caption to Steiner’s
(1993) famous New Yorker cartoon and this feature has become one of the Internet’s
most enabling yet troubling and contentious features. The ability of Internet users to
conceal their real-life identity has endowed them with the power to act anonymously
online. Without actions being linked to them in real life, people are able and willing to
do things from which they might otherwise be discouraged, such as expressing dissent
under repressive regimes. While such freedom of expression is clearly a force for
good, the same anonymity can also be used by malicious actors with dangerous intent.
Criminals, terrorists and state-sponsored entities are able to traverse cyberspace to
spread their messages, perform espionage and enact sabotage with a very high degree
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of anonymity, or at the very least, plausible deniability. This has been lamented by
those agencies seeking to protect and defend countries, as expressed by former UK
Prime Minister David Cameron, who, in January 2015, stated: ‘But the question
remains: are we going to allow a means of communication which it simply isn’t
possible to read. My answer to that question is: “No we must not”” (Hope 2015).
Although the statement refers to encryption, the sentiment vocalised by Cameron
betrays deep concerns about online identities. Those charged with the responsibility
of protecting the public feel undermined by criminals’ ability to commit offences
incognito. It is impossible to catch perpetrators, let alone mete out punishment, if the
identities of the offenders are not known. Anonymity is, therefore, a considerable
issue in cyberspace and causes significant problems for deterrence.

Over the past few years, the actuality of the difficulty of identification in
cyberspace has become increasingly evident. The Stuxnet virus, for example, despite
being discovered some seven years ago, is yet without a formally acknowledged
responsible party. Fingers have been pointed at both the US and Israel, and while
both countries have strongly hinted at their involvement, a small degree of uncertainty
remains, which is sufficient to maintain plausible deniability. Another continuing
example can be found in alleged Chinese cyber espionage. In February 2013, Man-
diant, a US information security company, published a report supposedly proving
Chinese government involvement in hundreds of computer system breaches. Despite
lengthy technical and non-technical analysis, however, the report is only able to assert
that ‘the most probable conclusion’ is that the Chinese government is responsible for
the attacks (Mandiant 2013). The first page of the report even carries a quote from
the Chinese Defence Ministry, which states that ‘It is unprofessional and groundless
to accuse the Chinese military of launching cyber attacks without any conclusive
evidence’ (Mandiant 2013). The evidence presented in the report, though impres-
sive, is only conclusive to a degree of probability. The doubt required for plausible
deniability therefore remains. As a final example, the much-publicised hacking of
Sony Pictures in November 2014 resulted in new US sanctions being applied to North
Korea, who was accused of being responsible for the attack (Park and Ford 2015).
This punishment, however, is based on what FBI Director James Comey expressed
as “not just high confidence, but very high confidence” (Parker and Ford 2015). Very
high confidence is not the same as certainty, meaning some doubt still remains as to
the true identity of the culprits. This doubt is sufficient for North Korea to maintain
plausible deniability.

Similar examples exist for non-state actors. We often read about law enforcement
successfully tracking down cyber crooks, but these incidents are comprehensively
outnumbered by those in which the culprits are yet to be identified if they ever will
be. High profile arrests like Ross Ulbricht—the operator of Silk Road (Raymond
2015)—and Artem Vaulin—alleged operator of Kickass Torrents (Department of
Justice 2016)—are paraded out as triumphs of deanonymisation. Yet innumerable
cases remain unsolved. Particularly noteworthy are cases like the ShadowBrokers,
who claimed to have stolen a trove of NSA offensive hacking tools and were auction-
ing them off for one million Bitcoin. Despite the strong signalling this act conveyed,
the identities of the perpetrators have not been established (at least, not publicly).



Cyber Deterrence Theory and Practise 71

Fig. 1 Anonymous logo.
Anonymous official website
http://anonofficial.com/

Likewise, the hacker(s) that goes by the moniker Guccifer 2.0, who breached and sub-
sequently, leaked documents from the US Democratic National Committee, remains
shrouded in mystery. Perhaps emblematic of this whole dynamic is the hacktivist
group Anonymous. The name of the group really sums up their approach, which is
reinforced by members’ penchant for wearing Guy Fawkes masks (from the film V
for Vendetta) in public, and the logo of the organisation (Fig. 1). In sum, a whole
movement has gathered around the problem of identity online.

The key point to take away from the preceding paragraphs is that identifying actors
in cyberspace is difficult. The ability to conceal identities and deny involvement in
activities in cyberspace causes particularly grave, perhaps terminal, problems for
deterrence, which has traditionally relied on a sense of fixed threats and dangers. The
problem arises because without a clear target, the deterring efforts are not directed at
anyone. Nuclear deterrence (arguably) worked because the US and Soviet Union were
overtly pitted against one another with similar destructive capabilities. Hammond’s
‘dedicated capabilities’ are not overtly targeted at anyone specific, instead offering
a vague threat against no one in particular. Such deterrence is not a viable strategy.

Because attackers are able to hide behind a veil of anonymity, it becomes
impossible to respond or retaliate with complete certainty that the target is correct.
As we have already seen in Schelling’s writing, convincing an adversary that one
will act for certain is key to a successful deterrence strategy. If the identification of
perpetrators in cyberspace never genuinely rises above ‘most probable conclusions’
or with ‘very high confidence’, the chance of a response-in-kind will only ever be
‘most probable’ or ‘very high’. In the case of North Korea, the US had room to
manoeuvre, as there already existed tensions, and indeed sanctions, between the
two. However, had the FBI had ‘very high confidence’ that the attack came from
the UK, for example, it is likely that retaliatory action would not have been taken
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without concrete proof. If the effectiveness of deterrence rests on certainty, such a
strategy will not work in a most uncertain cyberspace.

It has furthermore been highlighted that this problem of identification also works
the other way. The actor attempting to deter operates under the same cyberspace
constraints as the deterred, meaning the latter would have a difficult time determining
with certainty who itis that is threatening them. As Betz (2013) has putit, ‘Anonymity
is as much a problem for the aggressor as the defender; one’s enemy needs to know
whose thumb they are under so that they may surrender.” The credibility of the threat
is thereby undermined, as the threatened party cannot judge the will of the deterring
party, whomever that may be, to carry out their threat. The anonymity aspects of
cyberspace, therefore fundamentally undermine the viability of sustaining a cyber
deterrence strategy.

4 Dangerous Rhetoric

It has been comprehensively, and hopefully convincingly, argued above that deter-
rence as a concept does not translate from the analogue world of bombers and ballistic
missiles to the digital world of cyberspace. Attempts to exercise strategies of cyber
deterrence are, therefore, misconstrued and, as shall be argued below, in fact, danger-
ous and inflammatory. The modern form of deterrence was conceived and developed
in an era in which wars were caused by European powers clinging to global empires,
increased polarisation between geopolitical and ideological divides, and high levels
of armament spending and military readiness. By trying to continue deterrence, the
likelihood of echoing these conditions, and their catastrophic effects, is a perilously
real possibility.

4.1 Arms Race

In the wake of Stuxnet, one of the chief concerns expressed by academics, military
leaders and policymakers alike, is that of a newly developing arms race. In contrast
to historical arms races in which nations strived to develop and construct battleships,
tanks, jet fighters and cruise missiles, this new arms race regards cyber weapons.
As has already been discussed, a key difference between cyber weapons and their
material predecessors is their formless existence and a resulting lack of visibility.
Assessing an adversary’s capabilities through means of empirical inspection, as is
possible with battleships and missiles, is not possible with cyber weapons. The world
today is therefore replete with a distinct lack of accurate knowledge about different
actors’ offensive and defensive cyber capabilities. Such ignorance, holds Schneier
(2013), coupled with growing fear, is what fuels arms races.

Current public language such as Hammond’s undefined ‘dedicated capabilities’
do not redress this ignorance, indeed the vagueness of these statements merely fuels
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speculation and suspicion. Other actors, both state and non-state, will inevitably ask
themselves what these capabilities could be and, crucially, what capabilities they
need themselves to defend against and counter possible UK actions. If the choice
lies between a low or high level of cyber capability, the latter will always be chosen
as a failsafe, because adversaries’ capability levels are not known. In attempting to
have the upper hand against an unknown force, an escalating arms race is a very real
and a very dangerous possibility.

An arms race in cyberspace would not have the same characteristics of a con-
ventional arms race, because of the particular composition of cyber weapons. Con-
ventional weapons can overcome an adversary’s defences through brute force. Find-
ing weaknesses in defences may aid in deploying weapons more accurately and
efficiently, but at a basic level, material resistance can be overcome with surplus
application of material means. Cyber weapons, by contrast, rely on weaknesses in
defences to function. Cyber weapons work by using ‘exploits’ that target vulnera-
bilities found in computer systems. Stuxnet, for example, made use of no less than
four such vulnerabilities (in combination with other advanced features) to infiltrate
Natanz (Falliere et al. 2011). Finding these vulnerabilities has now become a busi-
ness venture, with companies willing to pay individuals significant amounts of cash
for discretely divulging vulnerabilities in their software. Such ventures have become
known as bug bounty programmes. As a few examples, Facebook (2016) promises a
minimum reward of $500 for qualifying bugs, Google’s payouts range from $100 to
$20,000, Microsoft up to $100,000, and United Airlines offers up to 1,000,000 air
miles. For skilled researchers, this work can clearly be lucrative.

Perhaps not surprisingly, a black market has developed where less legitimate actors
trade vulnerabilities. Despite the ample rewards available for people who disclose
their findings responsibly, greater prices can still be commanded by reaching out to
more nefarious sources in the murky depths of the dark web. The allure of anonymity
is not limited to criminals, however, but also extends to legitimate actors who may not
want their dealings made public. The NSA, for example, has significant purchasing
power that it is able to wield incognito on the black market. Here, particularly critical
vulnerabilities that can be used for malicious purposes, such as inclusion in cyber
weapons, fetch in excess of $200,000 (Greenberg 2012; The Economist 2013; Ablon
et al. 2014). Although no one knows for sure the total value of this market, one
estimate puts it at $105 billion (Schipka 2007).

A cyber arms race would undoubtedly fuel this black market with demand for
vulnerabilities, boosting a trade that is already rivalling illegal drugs for profitability
(Callahan 2014). Cyber deterrence strategies risk contributing to this growth, which
is both ethically reprehensible as well as a source of destabilisation. The moral
challenge is thorny because states cannot be seen to engage in illicit dealings, yet not
participating could result in benevolent actors being outgunned by malevolent cyber
opponents. The problem of destabilisation is a result of the difficulty in regulating
markets. Any attempt to impose hard rules would be circumvented by anonymising
technology. Softer rules in the form of norms are a potential solution, but establishing
norms in cyberspace has already proved immensely difficult with regards to other
issues and is not likely to be successful here either. The internationality of cyberspace,
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as has already been discussed, further hinders regulation. As such, a cyber arms race
underpinned by a thriving black market for vulnerabilities is a particularly unstable
affair.

4.2 Volatility

Owing to the particular characteristics of cyber weapons, a cyber arms race is perhaps
more volatile than a conventional arms race. This is because cyber weapons offer
qualities that make them more attractive for military planners and policymakers to
deploy than conventional weaponry. These qualities are high stealth and cheap cost.
The anonymity aspects of cyberspace have been discussed at some length above.
Aside from the implications for deterrence, anonymity also offers cyber actors a
significant ability to hide—in other words: stealth. Unlike conventional weapons that
can be picked up by arrays of different sensors, both human and mechanical (visual,
auditory, electromagnetic, radiographic, etc.), cyber weapons are very difficult to
identify before they have penetrated a system, and often the only evidence they
leave behind is a trail of destruction. In the case of Stuxnet, for example, there was
complete confusion at Natanz, where ‘the Iranians had grown so distrustful of their
own instruments that they had assigned people to sit in the plant and radio back what
they saw’ (Sanger 2012). The plant operators clearly had no idea what had hit them;
all they could see were malfunctioning centrifuges. During Stuxnet’s development,
great effort had been expended to ensure it would not be detected while it was
deployed, nor while it was executing its attack. Such stealth makes cyber weapons
attractive to military planners because they are able to mount offensive operations
without compromising their identity. This lowers the barrier to employing cyber
weapons, meaning militaries are more disposed towards the use of (cyber) force.
With regards to cost, cyber weapons have a price range from tens of thousands to
tens of millions of dollars, and the cyber prefix ‘has the power of opening the public
purse like no other’ (Betz 2013). However, it is not in monetary cost in which cyber
weapons are considered cheap, but in their human and political costs. Deploying
a cyber weapon avoids putting people and material in enemy territory in order to
achieve an objective. Instead, the weapon can be inserted remotely and is able to
act autonomously or perhaps with input from a large distance over the Internet. No
friendly lives are put in the line of fire with a cyber weapon—it ‘offers gratification
without physical connection of any sort, let alone commitment’ (Betz 2013). This,
together with the anonymity benefits, limits the amount of political capital needed
to invest in cyber weapons. Because no one’s family members are being put in a
dangerous situation, there is less need to convince the public at home of the ben-
efits of military action. Similarly, because a state can deny any accountability for
the operation, it can avoid public criticism at home, as well as in the international
community. In both human and political terms, cyber weapons are therefore seen as
a cost-effective and safe investment. This limits the risk of deploying cyber weapons,



Cyber Deterrence Theory and Practise 75

thereby making them attractive options when diplomatic negotiations prove insuffi-
cient.

The overall effect of the high stealth and cheap cost of cyber weapons is that mil-
itaries and politicians are more readily disposed to bypass the threshold of restraint.
The choice to send in bombers or launch missiles requires careful deliberation. A
recent instance when political deliberation resulted in a decision against the use
of force was the August 2013 UK Parliamentary vote on Syria. Following use of
chemical weapons in Syria, Prime Minister Cameron proposed that the UK should
intervene with air strikes against President Assad. The motion was voted down 285
to 272 (BBC 2013) and the UK planes remained on the ground in Cyprus. Such
deliberation can, to some extent, be dispensed with when the choice concerns cyber
weapons because their use is less perilous. Without deliberation, the risk of offensive
predispositions and unrestrained escalation becomes a real possibility. In cyberspace,
militaries need to operate under the same legal, political and moral constraints as in
analogue space, lest the rules, regulations and considerations that govern normal mil-
itary activities are suspended. The manner in which cyber deterrence strategies have
been declared so far are highly vague and potentially provocative, merely adding to
the volatility that already burdens cyberspace.

5 Policy Recommendations

Having dissected the concept of cyber deterrence, it is only fair that this chapter
should also make some constructive suggestions that current or near-future govern-
ments, particularly the UK and US, can implement to attempt to rectify the situation.
The preceding sections may suggest that the present author opposes militarisation
and securitisation of cyberspace, but in fact, this is not the case. Cyberspace is unde-
niably a central feature of modern society, so trying to exclude it from military and
policy planning would be a significant mistake. If states and their associated organisa-
tions did not get involved, cyberspace would devolve into a Hobbesian fundamental
state of nature, with its constant individual competition and jostling for supremacy.
Instead, what shall be very briefly proposed below are two somewhat unrefined pol-
icy recommendations that go some way toward helping states approach cyberspace
in an appropriate fashion.

First, several references have been made to the vagueness of assertions regard-
ing capability. In order to avoid some of the problems outlined above, particularly
regarding suspicion and escalation, it is here proposed that future statements regard-
ing cyber capabilities contain less ambiguity. That is not to say that militaries should
be completely transparent regarding their cyber capabilities; indeed, as with many
technologies paramount to national defence, secrecy regarding specific technical
details is still desired. Instead, where less ambiguity is required is in the intended
target of statements. By simply and explicitly including which actors the capabil-
ities are aimed at, or which capabilities they are intended to counter, those actors,
or actors with those capabilities, would know that they are potential targets. This
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would lead to the threats becoming more respected, if not feared. Note that the rec-
ommendation is not that statements single out individual actors, at least not state
actors—such statements would only cause tension and inflame distrust in the inter-
national arena. However, there is nothing wrong with pointing out that capabilities
are targeted against state actors in general. The states concerned would be wary
enough to understand the sentiment of the statement. On the other hand, singling out
non-state actors such as terrorist organisations is fine, even encouraged, because it
sends the message that these are being targeted specifically. A notable example of
this was Secretary of Defense Ashton Carter’s April 2016 declaration that the US is
conducting cyber warfare against the Islamic State (McGoogan 2016). Such speci-
ficity is without risk, as there are no diplomatic or trade relationships to jeopardise.
With less ambiguity in public posturing, states would achieve more credibility in
their national cybersecurity strategies.

Recent trends, in this regard, are positive. Over the past year, states have become
more willing to publicly accuse, with backing evidence, other states of conduct-
ing offensive cyber operations against them. The previous examples of China and
North Korea show that, despite the uncertainty of attribution, the US was willing to
expend political capital in blaming them for breaches. More recently, Russia has been
reproached by the German government for attacking the Bundestag (Wagstyl 2016)
and by the US for interfering in the 2016 elections (Ackerman and Thielman 2016).
Although repercussions for the accused have been limited (only North Korea suffered
any penalty), such explicitness increases transparency and international stability and
paves the way for better credibility of threats.

The second policy recommendation is that to reduce ambiguity about intended
targets, these targets need to be clearly identified before a strategy is developed. It
is impossible to formulate a strategy, let alone implement one before it is known
who the strategy is aimed at. As Clausewitz (1997) put it, ‘the means must always
include the object in our conception.” Developing ‘dedicated capabilities’ only has
some worth if these capabilities are targeted at someone. What is required, therefore,
is a thorough appraisal of who the strategy-owners’ enemies are. This appraisal must
be both a general one and one specific to cyberspace, as there may well be significant
differences between the two. The actors who pose a threat to the states in cyberspace
are potentially more diverse, dispersed and disjointed than those in analogue space.
On the other hand, the threats present in analogue space may well have cyber capabil-
ities that, likewise, make them threats in cyberspace. Evaluating these and ranking
their threat is critical to determining how national cybersecurity strategies should
be formulated. The appraisal itself need not be made public, especially given the
level of intelligence assessments that would be required to produce it, but the final
strategy should reflect the findings of the appraisal. This chapter will not attempt to
make such an appraisal, instead leaving it to specialist country analysts. However,
what is hopefully clear is the stringent need for an in-depth appraisal that informs
the formulation of national cybersecurity strategies.
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6 Case Study: The UK National Cyber Security Strategy

To tie the various themes of this chapter together, it is worth briefly examining a recent
example to see how they manifest themselves in reality. In November 2016, the UK
government published an updated National Cyber Security Strategy. One particularly
noteworthy aspect that is a new addition from the 2011 version of the Strategy is an
explicit focus on deterrence, which consumes eight pages of the official document:
some 14% of the content, which must be seen as a considerable portion given that it
is a brand new addition. Worryingly, contrary to the warnings outlined in this chapter,
the Strategy asserts that ‘the principles of deterrence are as applicable in cyberspace
as they are in the physical sphere.” As a blanket statement, it betrays naivety on
behalf of the Strategy authors, whose thinking on this matter seems clouded by a
pre-conceived notion of how deterrence works. This is somewhat at odds with the
rest of the Strategy, which is generally very well-formulated.

Delving deeper into the specifics, however, there are clues as to why the UK may
be so confident in the continuity of classic deterrent principles. This chapter has
argued that one of the most significant problems for cyber deterrence is the issue of
anonymity, which creates uncertainty and undermines credibility. The UK Strategy
states that one of its approaches to countering hostile foreign actors is to ‘attribute
specific cyber identities publicly when we judge it in the national interest to do so.’
This suggests that the UK has some sort of technical capability to identify actors in
cyberspace, effectively overcoming the problem of anonymity. Although certainly
positive, there are two key caveats that must be taken into account, both relating to the
issue of transparency. First, because this technical capability is merely a conjecture
publicly, there is no way for the UK to provide proof of their attribution without giving
away the secrets of the technology. As long as attribution remains unsubstantiated, it is
little better than juvenile finger-pointing, even if it is the government doing it. Second,
judging what is considered to be ‘in the national interest’ is highly transient and
difficult for outsiders to predict. Using this as the criterion for disclosing attribution
does not promote certainty nor credibility.

One facet of the Strategy worth highlighting is that it seems to have precog-
nisantly taken the second recommendation above into account. Although it stops
short of singling out countries or groups, the Strategy does outline the five types of
threat actors that are of greatest concern: criminals, states, terrorists, hacktivists and
script kiddies. The first three are clearly seen as priorities, given that the Strategy’s
approaches (defend, deter and develop) are each formulated to target all three of those
threats. Even if the implementation of deterrence in the Strategy is questionable, the
groundwork has started to be laid for more robust implementation in the future.
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7 Conclusion

Most states’ foray into cyberspace is very welcome, given the importance of this
domain both to society in general and militaries in particular. However, cyber capa-
bility acquisition programmes, especially those accompanied by an explicit focus on
deterrence, are significant cause for concern. This chapter has introduced the his-
torical context of deterrence in order to evaluate whether such a strategy is viable
in cyberspace. Through analysing a multitude of facets of deterrence, it has been
found that this concept, as traditionally understood, does not translate well from ana-
logue space to cyberspace. Several problems, most notably the issue of anonymity
and identity, prevent deterrence from being effectively exercised in cyberspace. It has
furthermore been suggested that attempts to deter unspecified actors with unspecified
capabilities actually serves to destabilise and exacerbate cyberspace with regards to
arms race and volatility. Finally, two policy recommendations have been made that
would constitute steps towards addressing perceived shortcomings in national cyber-
security strategies.

Cyberspace is a domain that has yet to be fully understood by military planners
and policymakers, as shown by myriad confused and poorly formulated strategies
such as cyber deterrence. The domain’s peculiar characteristics mean that tradi-
tional and well-established policies and concepts cannot be readily applied within
it. This chapter has highlighted some precise ways in which this problem mani-
fests itself, along with potential consequences of getting it wrong. As understanding
of cyberspace matures and cyber capabilities become more potent, the arguments
presented herein will serve as a guideline for formulation of future strategies and
policies.
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Appendix A: Historical UK Military Spending

See Table 1.
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Jedi and Starmen—Cyber in the Service m
of the Light Side of the Force oo

Torsti Sirén and Aki-Mauri Huhtinen

There’s a starman waiting in the sky.

He’d like to come and meet us, but he thinks he’d blow our
minds.

There’s a starman waitingin the sky.

He’s told us not to blow it, ‘cause he knows it’s all worthwhile.
He told me: Let the children lose it.

Let the children use it.

Let all the children boogie.

(Starman David Bowie, 1972).

Abstract Today’s colliding world views between West and East have resulted in
phenomena such as the war in Ukraine and pro-Russia trolling in Finland. In this
context, social media, understood here as a synonym for cyber, is ‘contaminated’
and has turned out to be a chaotic virtual environment that facilitates the dissemi-
nation of all kinds of propagandist lies and pseudo-truths in addition to fact-based
discussion. This article leans theoretically on Self-Determination Theory (SDT) and
the Leader—Member Exchange (LMX) Theory of Leadership. The main argument
of SDT is that human beings have an intrinsic need to explore and satisfy their
curiosity. The LMX Theory of Leadership complements SDT by focusing on the
relationship between leaders and their subordinates, which, for the purposes of this
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article, concerns the relationship between an explorer and their followers. The article
poses the question: What motivates some individuals to challenge existing oppres-
sive world views and injustices regardless of the fact that they know they will be
heavily criticised as a result of their explorative journey? In addressing this question,
the authors have used abductive content analysis to analyse the motivational factors
and experiences of Finnish investigative journalist Jessikka Aro in relation to her
exploratory journey in exposing pro-Russia trolling in Finland. The key arguments
are as follows: Jessikka Aro’s main motivation for exposing pro-Russia trolling in
Finland stemmed from her professional curiosity towards Russia and Russian propa-
ganda. She did not intend to become any kind of leader or champion (‘Jedi’) for her
followers (‘Starmen’) and was actually embarrassed by such labels, even if her fol-
lowers might have regarded her as such. She has continued her exploratory journey
in exposing pro-Russia trolling in Finland because she has been supported by her
significant others (working community, family and closest friends) and generalised
others (social media followers), and has managed to create new human networks,
which have also encouraged her to stay on the same track. Aro contends that after
publishing a number of articles and giving interviews and lectures on pro-Russia
trolling in Finland, many Finns have begun to talk more openly not only about Rus-
sian propagandist trolling and pro-Russia trolling networks but also about Russia’s
acts of aggression in violation of international agreements.

Keywords Information warfare - Reflexive control + Cyber
Social media * Zeitgeist + Self-determination Theory (SDT) + Leader—Member
Exchange (LMX) theory of leadership - Motivation - Pro-Russia trolling

1 Introduction

Starman, a smash hit by English rock star David Bowie (1947-2016), was released
in 1971 and is still one of the most played songs on radio stations worldwide. The
song was released amid the depressing Cold War era with the aim of conveying a
brighter future. The Starman was analogous to a saviour, or saviours, in the sky,
but did not necessarily refer to God. Woody Woodmansey, David Bowie’s drummer,
expressed his impression of the Starman as follows: It’s the concept of hope that the
song communicates. That ‘we re not alone’ and ‘they’ [Starmen] contact the kids,
not the adults, and kind of say ‘get on with it [and] let the children boogie’ (Song
Facts 2016).

Ziggy Stardust, David Bowie’s alter ego or true inner Self (id), was the harbinger
of a future mental world where one should no longer rely on the former reified ideas
of adults, but on children’s pure, tolerant and capably emancipatory minds in order
to make the world a better place to live in. In the 1970s, Bowie openly defended the
human rights of homosexuals (even though he was not homosexual himself) as well as
transvestites, even though he knew he would be criticised for his views. Perhaps that
was precisely his aim—to challenge the existing societal norms and to give hope to
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sexual minorities. Guillermo del Toro, a Mexican film director, neatly encapsulated
Bowie’s societal significance in his tweet of 11 January 2016, which read Bowie
existed so all of us misfits learned that an oddity was a precious thing. He changed
the world forever (del Toro 2016). Bowie’s societal significance as a defender of all
the ‘misfits’ of human societies, as well as Finnish investigative journalist Jessikka
Aro’s courage in exposing and challenging pro-Russia trolling in Finland between
2014 and 2016, have been the main sources of inspiration in writing this article. This
is to say that the authors have regarded Bowie and Aro as good examples of capably
emancipatory individuals or pioneers of freedom who have had the courage to expose
themselves to criticism while paving the way for enlightened societal interpretations.

By leaning on the Star Wars analogy, David Bowie (or Ziggy Stardust) and
Jessikka Aro have been deemed here to be examples of ‘Jedi-minded’, courageous
and capably emancipatory individuals, as well as champions of freedom—defenders
of the light side of the ‘Force’. Starmen, on the other hand, are regarded here as being
all those who are willing to follow the light side of the Force, mediated by the Jedi.
While the motivation of the Starmen to follow the Jedi is not the focus of this article,
it will also be touched upon briefly. As a hypothesis, it may be presumed that Starmen
are motivated by the perceived opportunity to make use of the shared belief that the
human world would be ready for change in one or more cultural aspects of life.

In this article, the actualization of the intrinsic motivation of capably emancipatory
individuals to challenge oppressive world views and injustices of the human world
has been considered as a dependent variable. In other words, the article poses the
question: What motivates some individuals to challenge existing oppressive world
views and injustices regardless of the fact that these individuals know they will be
heavily criticised as a result of their explorative journey? The article adheres to a
traditional IMRD framework (Introduction, Method, Results and Discussion), and
has been divided into seven sections, including the Introduction and Discussion. The
focus of the empirical Sects. 3-5) is on Jessikka Aro’s efforts in exposing pro-Russia
trolling in Finland between 2014 and 2016.

2 Theory and Method

This study adopts a multidisciplinary approach by drawing on two theories in the
psychological and leadership literature, namely Self-Determination Theory (SDT)
and the Leader—Member Exchange (LMX) Theory of Leadership (see, for example,
Flum and Kaplan 2006; Graen and Uhl-Bien 1995). The two theories complement
each other and could not be applied individually in addressing the research question.

The main argument of SDT is that human beings have an intrinsic need to explore
and satisfy their curiosity. According to the theory, which leans on motivational
and developmental notions in the psychological literature, a human being’s inherent
exploration system extends from infanthood to adulthood. In other words, SDT argues
that a human being has an ‘inherent tendency to seek out [to explore] novelty and
challenges, to extend and exercise one’s capacities, to explore, and to learn” (Flum and
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Kaplan 2006: 104). It would be all too easy to argue that Abraham Maslow presented
the same idea in his article A Theory of Human Motivation as early as 1943 (Maslow
2004 [1943]; see also Sirén 2013:225-226). However, Maslow contended that human
needs are hierarchical, while SDT argues that a human being has an inherent tendency
and motivation to explore and satisfy their curiosity without any reference to the
fulfilment of lower level needs, such as the physiological (e.g. the need for water and
sleep). For Maslow, self-actualization or the desire for self-fulfilment is the highest
human need, which necessitates the hierarchical fulfilment of all the other lower
level needs (esteem, love/belonging, safety and physiological needs) first in order to
be realised. In terms of SDT, however, the motivation to explore is always present,
irrespective of being hungry or unloved, for example.

In order to be actualized, the intrinsic human need to explore necessitates the ful-
filment of at least three fundamental psychological needs: the needs for relatedness,
competence and autonomy (Flum and Kaplan 2006: 104). The need for relatedness
pertains to an explorer’s need to feel safe and to belong to a community of their
significant others (e.g. family or working community). In other words, an explorer
has to be sure that their significant others have established a secure environment, as
well as a supportive and caring relationship with them in order to make their explo-
ration less risky. However, an explorer has to have the capacity to tolerate unpleasant
effects, even if they otherwise feel safe and supported by their significant others, in
order to satisfy their inherent exploratory curiosity (Flum and Kaplan 2006: 100).
The need for competence concerns an explorer’s desire to be ‘efficacious in their
interaction with the environment and its challenges’. The need for autonomy, for its
part, is related to an explorer’s personal choice—they will probably not engage in
certain exploratory interactions with their environment unless they feel that these
interactions represent the values pertaining to their world view (Flum and Kaplan,
2006: 104-105).

The LMX Theory of Leadership complements SDT by focusing on the relation-
ship between leaders and their subordinates and, for the purposes of this article, the
relationship between an explorer and their followers. The LMX Theory of Leader-
ship argues that respect, trust and obligations between leaders and their subordinates
are the sources of a transformational and constructive working relationship. Accord-
ingly, the relationship between a leader and their subordinates begins as transactional
social exchange and evolves into transformational social exchange. In other words,
the relationship between a leader and their subordinates is based on an egoistical
material contract in the first instance, whereby the leader obtains labour input and
the subordinates earn their salaries, for example. Gradually, this relationship may
become more transformational in nature, if a leader and their subordinates experi-
ence a ‘transformation’ from self-interest into a larger interest, providing that the
conditions of mutual respect and trust have been met (Graen and Uhl-Bien 1995:
237-238. See also Collinson 2005: 1421) (Fig. 1).!

! According to David Collinson, in Western societies, leadership-related issues have usually been
understood in binary terms such as winners/losers, good/bad and so on. Mainstream leadership stud-
ies tend to distinguish and separate leaders from followers. The subject—object dichotomy artificially
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Fig. 1 Research framework for the study

SDT and the LMX Theory of Leadership provide three necessary themes for
addressing the research question posed in this article, but the theories do not discuss
the virtual environment within which the contemporary explorer may operate. This
is to say that both theories seem to operate under laboratory and physical conditions,
at least implicitly, while the contemporary explorer may also embark on exploratory
journeys in a non-physical environment such as social media. Social media (under-
stood here as a synonym for the concept of cyber) is a virtual arena where real people
interact virtually and where multiple world views (i.e. the Hegelian Zeitgeist/the spirit
of the times) challenge each other.

It was back in the mid-1980s when the so-called Chaos Computer Club’s Hack-
erethik issued a statement according to which all information must be free and all
persons, irrespective of their age, origin, race, sex or social status, must have open
access to computers and networks without limitations, regulations or authorities

divorces ‘leaders’ (as powerful subjects) from ‘followers’ (as passive objects). A leadership-related
theory such as the LMX Theory of Leadership, however, stresses that there is always a dialectical
possibility of social power, and that social agents can influence social relations at all levels.
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(IISS 2015: 46). Yet, it seems that openness in terms of the Internet and social
media today has been turned upside down, since this same call for openness has
turned social media into a chaotic environment that facilitates the dissemination of
all kinds of propagandist pseudo-truths alongside authentic, fact-based discussions.
Thus, today’s explorer has an opportunity to influence the Zeirgeist, providing that
they have sufficient followers to heed their message. The contemporary explorer has
to be courageous as well, if they wish to challenge those elements of the Zeitgeist
that are not compatible with their understanding of the spirit of the times (see, e.g.
Hegel 1977[1807]: 297).2

By combining all of the above-mentioned theoretical notions, the authors decided
to lean methodologically on abductive content analysis, which is based on themes
that arise from a combination of theories (theoretical triangulation), as well as on
intuitive reasoning. Intuitive reasoning requires a researcher to have a deep ‘knowl-
edge’ of their research area in order to be able to provide credible, valid and novel
interpretations. To this end, the authors draw on their own experiences as active
users of social media, as well as a combination of SDT and the LMX Theory of
Leadership and their attendant themes, namely the need for relatedness (Sect. 3),
competence (Sect. 4) and autonomy (Sect. 5). The relationship between leaders and
their subordinates, derived from the LMX Theory of Leadership, will be dealt with
under the theme of the need for relatedness. In addition to these themes, the authors
first discuss the Zeitgeist and present the empirical context of the study in Sect. 2.
As the authors would not have been able to answer the research question by leaning
exclusively on written sources, the empirical sections are based extensively on an
interview with investigative journalist Jessikka Aro, conducted in June 2016.

3 The Spirit of the Times and Pro-Russia Trolling in
Finland

Today’s Zeitgeist or ‘spirit of the times’ is understood here as an era of colliding
world views between West and East, resulting, for example, in such phenomena as
the war in Ukraine and pro-Russia trolling in Finland. Pro-Russia trolling in Finland
has been chosen as an empirical context for this article because the phenomenon
may be directly linked to the Ukraine war and Russia’s aggressive foreign policy as
characterizations of today’s ‘spirit of the times’. The ongoing war between Ukraine
and the Russian-backed ‘People’s Republics of Donetsk and Luhansk’, coupled with
the international economic and refugee crises, as well as international terrorism, have
made it possible for Russia to challenge the Western world view, traditionally based
on liberal values and identity structures, civil (non-political) rights (e.g. freedom of

2The Zeitgeist (spirit of the times) concept has usually been connected to the German philosopher
Georg Hegel, even though he did not use the term explicitly. However, he used the word Weltgeist
(world spirit) explicitly in his Phenomenology of Spirit (1977 [1807]: 297). In this article, Weltgeist
has been understood as a synonym for Zeitgeist.
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expression, the press, religion/non-religion, sexual orientation and gender identity)
and political rights (e.g. the right to vote in free elections). Russia has exploited this
turmoil in order to promote its own world view, based on the need to be recognised
as an equal partner with the West, despite aggressively annexing areas from its
neighbours, such as South Ossetia and Abkhazia from Georgia, and Crimea from
Ukraine (see, e.g. Oliphant 2015).

The war in Ukraine initially erupted as an internal crisis in December 2013,
sparked by student protests in Kiev’s Independence Square over President Viktor
Yanukovych’s failure to sign a trade deal with the EU, and later escalated into a
full-blown war between Ukraine and pro-Russia separatists in Eastern Ukraine. On
20 February 2014, more than 100 people were killed in Kiev’s Independence Square
when Ukrainian government snipers (allegedly supported by the Federal Security Ser-
vice of the Russian Federation, the FSB) opened fire on protesters. Two days after the
tragedy, Viktor Yanukovych fled from Kiev to Russia. On 24 February, pro-Russia
forces seized government buildings in Simferopol, the capital of Ukraine’s Crimea,
after which Russia organised a referendum in which it was claimed that 97 per cent
of the people in Crimea voted to join Russia. The referendum was condemned in
the West as a sham, but President Vladimir Putin signed a law incorporating Crimea
into Russia irrespective of international reactions. After the annexation, pro-Russia
protesters seized government buildings in Kharkiv, Donetsk and Luhansk, organised
referendums in Donetsk and Luhansk, and proclaimed the ‘People’s Republics’ of
Donetsk and Luhansk in May 2014. Since then, the war between the Ukrainian gov-
ernment and the pro-Russia ‘People’s Republics’, supported by Russia, has continued
to this day (August 2016) (see, e.g. The Telegraph, 2015).

During the crisis and war in Ukraine, Russia has relied on ‘reflexive control’ as
a means of hybrid warfare in promoting its political aims and world view globally
and regionally. While hybrid warfare concerns the use of ‘full-spectrum’ ways and
means of conducting warfare (not simply conventional ones) in order to promote
one’s political aims and world view, reflexive control is about non-kinetic information
warfare (see, e.g. NATO Review 2015.) In Russia, reflexive control is regarded as an
integral part of the information-psychological belligerent approach and is applied at
all levels of warfare (strategic, operational and tactical). The aim of reflexive control
is to lead one’s o