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AN OVERVIEW OF THE CRIME OF ONLINE CHILD PORNOGRAPHY

Safivyah Ummu Mohammed”
Awodezi Henry™'
ABSTRACT
Technological advances and the use of internet has propelled child pornography into
a global market and also minimised the risks involved in its distribution. This has
raised concerns about exploitation and abuse and its effect on children’s rights,
Using & doctrinal research methodology. this paper examines online child
pornography, which is one of the manifestations of child sexual abuse and
exploitation. The history and nature of child pornography was examined as well as
the provisions under the Cybercrime Act 2015 that deal with the oceurrence. The
paper finds that legislation alone cannot achieve the desired change without an
effective system in place to implement and enforce them, The paper recommends the
regular reviews of existing laws in order 10 effectively tackle online child
pormography.
Keywords:  Overyiew, Crime, Online, Child, Pornography.
1. INTRODUCTION
Internet has made a dramatic impact on sexual abuse and sexual exploitation and has
contributed to the increase of child pornography by bringing about new ways of
accessing, disseminating and selling of child pornography materials.' Lack of
teritorial boundaries on the internet has indeed propelled child pornography into &
global market and technological advances have also minimised the risks involved in
distribution child pornography, making it more difficult to track.
In recent times, the use of internet has raised concerns about ex ploitation and abuse
and its effect on children. With the introduction of internet and smart phones over
the past two decades, the way offenders sexually exploit children has been altered.’
This is evident from the child sexual exploitation database of the International
Criminal Police Organisation (INTERPOL) which contains more than 2.7 Million
images and videos,” A staggering 84 percent of the material on the database contains
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explicit sexual actlvity with more than 60 per cent of vietims identified as
prepubescent including infants and toddlers.*The amount of material that has been
created or is in circulation on the intemet cannot even be quantified, because new
content is constantly being added and only a proportion of older content has been
\dentified and taken down.”To complicate matters, wraditional laws and modes of law
enforcement struggle 10 prevent child pomography within the new digital
environment. This increased online exposure coupled with lack of basic technical
knowledge on accessing and using the internet, makes internet ugers in Nigeria easy
targets for criminals.
This paper examines online child pormography, which is one of the manifestations of
child sexual abuse and exploitation. The history and nature of child pornography
will be examined as well as provisions that deal with the occurrence under the
Cybererimes Act 2013,
2. ONLINE CHILD PORNOGRAPHY (CHILD SEXUAL ABUSE
MATERIAL)
Online child pornography act sinvolve the use of a computer system 10 produce,
create, distribute, access o view, receive, store or possess any representation, by
whataver means, of any real or fictional person under 18 years of age, or appearing
i be under 18 years of age, engaged in real or simulated explicit sexual activities or
any representation of the sexual parts of a child for primarily sexual purpuaes."lt is @
wype of sexual exploitation of children that takes many forms, depicting children of
any age engaged in real or cimulated explicit sexual activities or lewdly depicting
parts of a child's bedy, with the intention of stimulating sexual arousal and
gratification.”
The term “child pornography™ is the most used in legal definitions and international
policy documents. However, the term “child sexual abuse material” has been
increasingly used to describe sexually explicit representations  of children
According to international consensus, it is believed that the term describes the truc
nature and extent of sexually exploitive images of child victims 1o which children
can never consent.” Indeed, from a law enforeement perspective, child sexual abuse
 aterial is documented evidence of the crime of sexual abuse or rape in progress.”
31  History of Child Pornography Laws in Nigeria
Sexus] abuse and exploitation of children has been in existence throughout histers
However, the invention of photography in 1839 was & determining factor in the

' thid

*ECPAT International {n2] 7.

4 United Natiens Office on Drugs end Crime (UNODC), Study on the Effects of New Information
Technologies an the Abuse and Exploitation of Children (United Mations, 2015) 258,

"Wajath’] idMaalle (o 1) 7

"The Interngency Working Group, Terminology Guidelines for the Protection gf Children frar
Sexwal Exploitarion and Sexual Abuse (ECPAT Intesnstional, 2016) 37.

*UNGDC (n 6) 10
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emergence of images depicting such acts."” The 1970s saw a great explosion of child
abuse images produced in countries like Denmark, the Netherlands and Sweden,
which had liberal laws concerning sexuality and materials containing pornographic
images of minors."’ During this time, child pornography laws apparently werel
relatively  effective largely because the distribution of pormography required’
printed material, which was difficult to find and expensive to purchase if found.

As more children became victims of child pornography, it became apparent tha
there was a need for legistative action and a tightening of regulations with regard
child abuse material which subsequently led 1o a decrease in availability, The
enactment of the Protection of Children Act 1978 in England and Wales provi
the first *specific’ legal response to combat the problem of child pornography. ™
In Nigeria, child pornography is considered harmful and the courts have recognised
the importance of prohibiting obscene content by helding that the right to freed

provided under section 39 of the Constitution of the Federal Republic of Ni _
1999 (as amended) cannot justify public immorality. In Okedara v Atterney General
of the Federation'' the Court noted that the freedom granted under section 39
includes the freedom to hold an opinion and pass information without interferences
The Court however stressed that the right provided under section 39 15 not an opens
ended or absolute right, it is qualified, and therefore subject to some restrictions. Thi
Court went on 1o note that such freedom cannot be taken away “except for the
purposes of preserving the interest of defence, public safety, public order, publis
maorality, public health or for the purpose of protecting the rights and freedom @
other persons.” |
Furthermore, there are various laws prohibiting the dissemination of obscene am
indecent publications. Both the Criminal Code Act and the Penal Code Laws contal
provisions that prohibit such materials. In addition, the Child Rights Act 2003 an
the Trafficking in Person (Prohibition) Law Enforcement and Administration Act

2003 all prohibit the publication of harmful materials, The above laws are howe¥
not speeific 1 child pornography in an online context. .
In the case of Miller v California,'” a three-pronged test was established (i
includes a set of criteria which must be met in order for a material to be considens
as obscene. The test uses the following criteria;

¥ Ibig, 16
"L Negredo and O. Herrero, Child Pormography on the Intemnet, (2016) 37(3) Frichologise Pape
2Fk

B J Mann and $. R Belzley, The Promise of Internet Intermediary Liability (2005) 47
Wifliam, & Mary Law Review, 291,
Y amanAkdeniz, Imternet Child Pornography and the Low: Nattormal And International Regps
(Routledge, 2016) 9.

1 (2019) LCN/12TRB{CA)

“Ibid, Per TiiizniAbubakar, 1CA.
1973
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‘mergence of images depicting such acts.'” The 1970s saw a great explosion of child
huse images produced in countries like Denmark, the Netherlands and Sweden,
which had liberal laws concerning sexuality and materials containing pornographic
mages of minors.'' During this time, child pornography laws apparently were
elatively effective largely because the distribution of pomography raqulr:d
srinted material, which was difficult to find and expensive to purchase if found."
¢ more children became victims of child pomography, it became apparent that
Jhere was a need for legislative action and a tightening of regulations with regard to
-hild abuse material which subsequently led to a decrease in availability, The
snactment of the Protection of Children Act 1978 in England and Wales ].'ll‘ﬂﬂdl:l:l
the first ‘specific’ legal response to combat the problem of child pornography. B
In Nigeria, child pormography is considered harmful and the courts have recognised
he importance of prohibiting obscens content by helding that the right to freedom
srovided under section 39 of the Constitution of the Federal Republic of Nigena
| 999 (as amended] cannot justify public immorality. In Okedara v Attarney General
! the Federation'® the Court noted that the freedom gramted under section 39
includes the freedom to hold an opinion and pass information without interference.
Fhe Court however stressed that the right provided under section 39 is not an open-
snded or absolute right, i is qualified, and therefore subject to some restrictions. The
Court went on to note that such freedom cannot be taken away “except for the
nurposes of preserving the interest of defence, public safety, public order, public
norality, public health or for the purpose of protecting the rights and freedom of
sther persons.” '
|‘'urthermore, there are various laws prohibiting the dissemination of obscene and
indecent publications. Both the Criminal Code Act and the Penal Code Laws contain
provisions that prohibit such materials. In addition, the Child Rights Act 2003 and
the Trafficking in Person (Prohibition) Law Enforcement and Administration Act of
2003 all prohibit the publication of harmful materials. The above laws are however
not specific 1o child pornography in an un]m: context,
In the case of Miller v California,’® a three-pronged test was established that
meludes a set of criteria which must be met in order for a material to be considered
15 obscene. The test uses the following criteria:

" lbid, 18

"1, Negredo and © Herrera, Child Pomography on the Internet, (2016) 37(3) Piychalogixt Papers,
29

“ ) Mann and 8 R. Beizley, The Promise of Internet Intermediary Liability (2005) 47 (239)
Willigm. & Mary Laow Revirw, 39

"WamanAkdeniz, fntermer Child Pornography and the Law: National And International Responses
i Routledge, 2006) 9,

M2019) LCN/12768(CA)

Mbid, Per TijjaniAbubakar, JCA.
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a. Whether the average person, applying community standards would find that
the work, taken as a whole, is indecent.
b ;I:qumr the work depicts or describes, in an offensive way, sexual conduct,
¢. whether the work, taken as a whole, lacks serious literary, artistic, political,
or scientific value

However, the first legislation to specifically criminalise the distribution or
transportation of digital child pornography via computer Was contained in the United
Sates Child Protection and Obscenity Enforcement Act of 1988.'7 Subsequently, The
Child Pormography Prevention Act of 1996 criminalized any visual depiction,
including any photograph, film, video, picture, or computer or computer-generated
image or Bpi::u.me: that s, or appears to be, of a minor engaging in sexually explicit
conduct.'s The first child pormography cése brought before the U.S. Supreme Court
was the case of New York v Ferber'”. In this case, the Court was asked to determine
whether the First Amendment protected an individual's right to manufacture and
distribute images and videos of child pornography. The Supreme Court held that the
need to protect the emotional and physical well-being of the child superseded First
Amen?rincnt protections in that distribution of these materials is related to child
abuse,
The rapid development and subsequent widespread availability of the internet
caused the trade in child pormnography to continue growing at a fast rate,” It enabled
users 1o traftic child pornography, locate children to molest, engage in inappropriate
sexual communication with children and to communicate with other pacdophiles.™
A combination of several factors enabled the internet make such an impact. Fer
instance, there is now a global reach and the vulnerable vietims can be reached by
offenders from anywhere in the world® This enables distant interaction with
victims, removing potential social barriers that perpetrators face in physical,
persan-to-person interaction.®* The internet also facilitates anonymity and
perpetrators can hide behind an IP number, email address, or scam profile that is not
easy o trace to a specific individual.” Prior to the widespread availability and use of

" 1.V Eggstein and K.J Knapp, Fighting Child Pomography: A Review of Lagal and Technological
Developments (2014) 9 (4) Journal of Digital Forensics, Security and Law, 32,

"hid, 30.

" 1982,

W5y Epgstein and K_J Knapp (n 17) 33, ,

' Claire Milner and lan O'Donnell, Child Pernography: Crime, Computers and Soctery (Willan
Publishing. 201129

“Ihid, 36 _

# Ber-aapKoops, The dmiarner and its Opportunities for Cybercrime, Tilburg Luw School Legal
Studies Rescarch Paper Series Mo, 092011 w:xs'm.mwmm—t?zmm.m accessed on
28™December 2021

** Thid.

* Ibid.
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internet, producers of child sexual abuse material had to employ expensive filming
and copying equipment, and ship videglapes or CD-ROM copies for distribution and
i produce advertising material Jm-l:c-n:l'u'lg',i},r.l'E
In the current technological context, internet significantly reduce the costs and
elforis at all stages of the production and distribution of child sexual abuse material.
While digital equipment creaies comparatively cheap and easily accessible means
of producing and widely distributing child sexual abuse material through the
internet, commercial spam campaigns reduce the challenges and costs related to
advertising, enabling child abuse and exploitation networks 10 quickly expand the
scope and scale of their activities. Once directly connected to customers and
consumers, providers can continucusly advertise additional illicit materials in open
and explicit language and Xeep in touch freely, thus enabling them to generate
greater revenue from their activities.
Criminals in Africa have also use social networking sites and online platforms such
as Facebook and WhatsApp to contact, solicit and blackmail children as well as sell
cexual materials produced.” In West Africa also, young girls have been recruited to
\ake part in pornographic films and bestiality.”
3.2 Characteristies of Child Pornography
Legal s}l-smms \end to divide child pornography materi
follows:™"

L Indicative: Material depicting clothed children which suggest a sexual

interest in children.
1. Indecent: Material depicting naked children which suggests a sexual
interest in children.

iil. Obscene: Material which depicts children in sexual acts.
The second and third categories are most likely considered to be illegal which is
rsflected in most obscenity laws, The material referred to can consist of visual,
written and audio representations of child abuse and exploitation. The material can
wake several forms including photographs, negatives, slides, magazines, books,
drawings, movies, videotapes and computer disks or files.'Visual representations
are the most common type of child pornography material and consist of
photographs, drawings (including computer-generated images) and cartpons.”
Therefore, any photograph, drawing or caroon depicting the sexual exploitation of
ahuse of a child is considered a type of child pornography material.

al into three categories as

"y {gerian Communications Commissian (NCC), Srudy on Young Children And Digital Technology:
fﬁ Survey Across Nigerin (NCC, 2028) 18,

“ilad.

MNTERPOL, Online African Organized Crime from Surface to Dark Web (Interpol, 2020) 26,

™bid, 27,

Wy lisdair A Gillespie, Chiid Pormography: Law and Palicy, {Taylor & Francis Group, 2011325,
TUNODC (n 8} 10

ibid, 20
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Additionally, technological developments in computing have created the situation
whereby images can be manipulated or realistic images of a child can be created.™ Tt
then becomes possible to create an image that appears to be a child engaged in
sexual activity without & child ever being involved or allow an image to suggest that
a real child is engaging in sexual activity when, in fact, they are not. This can make
it difficult to prosecute cases where such digital images are involved. Continued
advancement of photo manipulating software, graphics, and multi-media
technologies will make both altered photographs of human beings and computer-
generated images indistinguishable from raw images of an actual human person.**
The United States grappled with the issue of virtual and simulated child sexual abuse
material in 2002 when the Supreme Court in John D. Asheraft Atorney General,
al v. The Free Speech Coalition, et al”® repealed the prohibition on virtual child
sexual abuse material contained in the Child Pornography Prevention Act of 1996,
On that occasion, the Supreme Court struck down a$ unconstitutional a definition of
child sexual abuse material that included images that merely “mppear to be" of a
minor engaged in sexually explicit conduct. Almost immediately thereafter and in
respunse to this decision, the United States Congress adopted the “Prosecutorial
Remedies and Other Tools to End the Exploitation of Children Today Act of 2003"
(PROTECT Act). In addition to prohibiting “real” child sexual exploitation images,
the PROTECT Act also includes prohibitions against: (a) any digital or computer-
generated image that is “indistinguishable” from that of a minor engaging in
sexually explicit conduct; and (b) a visual depiction that has been created or
modified to appear as an identifiable minor engaging in sexually explicit conduct,
Similarly, the Supreme Court of Norway in 4 (Counsel John Christian Elden) v. The
Public Prosecution Authority (Counsel Hugo Henstein) decided in September 2019
that sex dolls mimicking child-like qualities represent the sexualisation of children
and violate criminal law. The defendant had bought a doll online that had the
appesrance of a child with an oral, vaginal and anal body orifice. The doll was
marketed as & sex toy and the Supreme Court of Norway found it clear that the doll
had such features that it involved sexualisation of children. The doli also had 10 be
regarded as a depiction within the meaning of the law."T

Despite the categorisation of child pornography, the crime still remains complex
because it involves a chain of behaviours and a variety of actors.”'From & legal
perspective, offences concerning child pornography include the production, offering,

Ybid, 20.

"1V Eggsteln and K.J Knapp {n 17) 34.

BU.S. Supreme Court, Case No. 00-795,

*NCC (n 26) 43,

"Norway Supreme Courl Judgmeni, HRt=-2019-1715-4 {case no. 19-78THESTR-HRET}, 1O
Soptomber bl L :_'h|;|'_p5'_.'-'w-,uw,-ﬂn|-|-|l1,|:|.|_.|'|n."i:nl'l.'nh.t:|1-ﬂﬂmﬂﬂ|-f!mmmﬂ“ﬂlrﬂ1“ﬂgﬁﬂﬁ]9'-"3“'?“.'-5!@'
court-criminal-caseshe-2019-1715-a% Last apcessed on November | 1™ 2021,

"™ | Megredo gnd O Herrero (n11) 219,
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dissemination,viewing andpossession of child abuse material’ whichare the four
main elements involved in child pornography and its use.

i Production: Production covers & broad range of behaviour, from commercial
oroduction to the individual offender recording his own material**
Production is considered & main behaviour because it involves physically
harming a child, In May of 2021, authorities in Peru arrested a couple
accused of producing sexual abuse material of their two-month-old baby."
The arrest oecurred subsequent to investigators in Canada and Australia
contacting INTERPOL after identifying a user who was not only sharing
ahusive images, but also offering to produce additional material in exchange
for payment. The evidence and intelligence trail eventually led 1o Peru,
where INTERPOL's Crimes against Children unit in conjunction with
Peruvian authorities raided the suspect’s home and rescued the baby. The
couple are now facing charges for producing child sexual abuse material.
Where the child has been sexual!? assaulted, the production of child
pornography aggravales this harm *> The internet then ensures that these
images can circulate forever and thus increase the long-term consequences
for the victim. Consequently, & major reason for criminalising the production
of child pomography is this additional psychological harm that is caused
separate to the harm caused by the initial abuse,In DuToir v The Magisiraie
and Others. **The Supreme Court of Appeal of South Africa held that a child
compromised by a pomographer's camera has to go through life knowing
that the image is probably circulating within themass distribution networkfer
child pormography. Because the child’s actions are reduced to a recorded
image, the pomography may haunt him or her long after the original
recording.

i Dissemination: This refers to the distribution of child pornography. The
images andlor videos are distributed viz email, instant messaging
applications, social media platiorms and communication applications.” In
the case of Unired States v. Dylan Heatherlhy™ and United States v. William

Siaples."” the two defendants, William Staples and Dylan Heatherly, used a

Yational Repparteur on Traficking in Human Beings, Child Pamography - First report of the
Dutch National Rapporteur. The Hague: (BNRM, 2011) 45,
A4 lisdair A Gillespic (n 30) 30.
 PNTERPOL, “Pery; Parents armrested for sexually sbusing baby, selling images”
d:hn.-p::-_-'-'ww.:rll.v.':rj:l:ﬂ.Int-'cquw!-Ble-aEwnlEmﬂvw'lﬂE]-"F'nnkﬁl'&nti-inﬁﬂldﬂﬂm@ﬂﬂml“y-
ﬂ:usingrbahy-szlIlng-imuﬂes::-uﬂ Acoessed on 237 October 2021
Tl
** Ibid
“2016)2 All SA 328 [SCA) wt para 14,
* INTERPOL( n 28) 28,
i 19-2424 (3d Cir. Dec. 11, 2020)
7 Mg, 10-2932 (34 Cir. Dec 11, 2020)
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web conferencing software (Zoom) as a chat room space where they virtually
met with others 1o view, request, receive, distribute, and otherwise facilitate
the receipt and distribution of child sexual sbuse material. William Staples
was found guilty of conspiracy to advertise, receive/distribute, and aid and
abet the receipt/distribution of child sexual sbuse material. The other
defendant, Dylan Heatherly, was found guilty of conspiracy to
receive/distribute and aid and abet the receipt/distribution of child sexual
ghuse material. For their crimes, they were sentenced to 25- and 30-years’
imprisonment, respectively.

Chuld pﬂmugrafh:r is ulso frequently traded on websites on the visible, deep
and dark web."* According to a recent Interpol report, a large number of
cases of sale of child sexual abuse/exploitation material has been reported in

Eastern Africa, Southern Africa and Western Africa.”® The distribution of §

images means that the secondary harm caused by the production of child
porpography continues to exist many years after the victim's assault.
ii  Possession: In the context of the internet, possession will be the act of

downloading material, It has been argued that possession fuels the demand

for new images and therefore justifies the criminalisation of possession
especially in relation to commercial child pﬂnmgmphy.”

In Williams v The QueenAikin J while discussing the basis of the law of £

possession stated as follows:

It is necessary 1o bear in mind that in possession there is & necessary
mental element of intention, involving a sufficient knowledge of the
presence of the drug by the accused. No doubt in many cases custody
of an object may supplysufficient evidence of possession, including
the necessary mental element, but that is because the inference of
knowledge may often be properly drawn from surrounding
circumstances.

Thus, in relation to child pormography, any evidence discovered must be sufficiently §
linked 10 the accused in order to prove possession, In & v £, AM® the accused lived '8
in & two-storey house with several other persons who also happened to be present g
during @ search of the premises where materjal containing pornographic images of 38
children was found. The material consisted of 8 digital video discs found in u j
bedroom and 23 video files contained in an office on the ground floor of the house. Y
The prosecution could not establish that the accused had physical possession of the S8

* Ihid

" 1hid

Mo Hadnie AL Gidlespis (n 30733
iad, 37,

2 1a7R) 140 CLR 591,

M [2011) SADC 38
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aterial and there was no DNA or fingerprint evidence, The judge found that all the
material seized was not in the possession of the accused,
In United Stares v. Dominguez,"“the defendant pleaded guilty to distribution and
possession of child pornography in federal court in Florida. The defendant had
Instagram messages that he sent to a minor requesting nude photos. These messages,
between him and a nine-year-old girl, were sexually explicit and also included the
defendant sending her a photo of his private part. Although the defendant argued
that there was no actual or attempted physical contact with the minor, the Court
found the actions constituted the sexual exploitation of & minor.
In Edvaison v State, The Georgia Supreme Court found that there can be one
prosecution and conviction for a single act of possessing child pornography,
regardless of the number of images involved, Edvalson owned and maintained a
child pornography website called Cruels.net, and the images of child sexual abuse
were found on electronic drives and computers located at his residence.” The
defendant was convicted for the possession of, and possession with intent to
distribute 11 digital images of child pornography. He was initially indicted and
convicted on 22 separate counts; however the Georgla Supreme Court found that
even though multiple images were involved, the offense involved just a single
course of conduct.
iy, Viewing: This behaviour occurs when an offender browses the internet for
child pornography material without intentionally downloading them. The
market for child pomography enlarges with the knowing viewing of these
images, regardless of whether a price has been paid by the viewer and
regardless of whether the image is downloaded or printed, because the more
frequent the images of children engaged in sexual conduct are accessed, the
more the creators produce to satisfy the growing demand, which results in
miore children being coerced and groomed for the sex trade.® Thus the very
act of viewing makes the offender a party to child sexual abuse,
Viewing is distinguished from possession where a defendant's conduct must
exceed mere viewing to encompass more affirmative acts of control such as
printing, downloading or saving. In People v, Kent, Court of Appeals of New
York considered, among other issues, the evidentiary significance of
temporary internet files automatically created and stored on a defendant's
hard drive, and the defendant's awareness of the presence of such files. The
court held that merely viewing web images of child pornography does not,
shsent other proof, constitule possession. Where no evidence shows a

"o, 19-11378 (1 1ih Cir. 2021).

SEdvalson v, State (Case No.AI9AD492), 351 Ga App. XXIV (June 28, 2019) {unpublished

{I'rrrps;.f.'mw.jus:m.mm-'c.us:5-'g=nrgim'au;}rm—:um'1|:lzm19;15 160 htmI>Last accessed on 26

December 202

“pepple v Kent, 2010 NY Slip Op 07364 (79 AD3d at 33) <https://caselaw. findlaw com/my-court-of-
appeals/ 1600537 himl> Last accessed on 26" December 2021,
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deferidant was aware of the presence of images stored in temporary internet
files, such files cannot underlie a prosecution for promotion or possession,
3. EXPOSURE TO HARMFUL CONTENT
Exposure to harmful online content pertsins to situations where a child accidentally
or intentionally views pornographic or other content that is judged to be harmful to
their development, sexual or otherwise.”" In Nigeria, 90 percent of children aged 4-
16 years have come across sexual images or content on the internet.** Some children
who are exposed to harmful content can experience stress from the exposure. In
some cases, curiosity leads children to look for such materials and, in the process,
they may become addicted to viewing such content. In either case, exposure lo
explicit or harmful content has the potential to influence the child’s development of
values and perceptions.”
4. SEXTING

In some jurisdictions, sexting is considered child sexual abuse material. Sexting has
been defined as the self-production of sexual images or the creating, sharing and
forwarding of sexually suggestive nude or nearly nude images through mobile
phones andfor the internet” ® It is often a consensual activity between peers,
although research has shown that girls feel pressured or coerced into it more often
than boys.”" It is a term used to describe online sexual behaviour that usually
involves the sender sharing the compromising and/or sexual images or videos of
thermselves ™ 11 is also the transmission by message of one’s body image in an
allegedly sexual pose.™ Due to connections made between sexting end the person
concerned not knowing about it or agresing to it, sexting is sometimes discussed in
the context of coercive or bullying practices.
The fact that sexting involves intimate content in electronic form means it can easily
be shared beyond the intended recipient, which raises many legal issues,™ These can
include potential actions in privacy, nuisance, defamation and copyright, as well as
possible criminal actions,
The Supreme Court of Australia, in the Court of Criminal Appeal, considered the
behaviour of sexting, held that “This Courl can, and indeed should, take judicial
notice of the legitimate community concern about children engaging in the practice

TUNGDC (n 6)13.

BNCC (n26) 49,

PUNODE (n &) 13

:‘:‘Thc Interagency Working Group (n 8) 44,
Thid

8D Maritz and L.5. Christensen, When Sexting Conflicts With Child Sexual Abuse Material: The

Legal And Social Consequences For Children, Psychiarry, Prychology and Law, 2020

<hitps://doi.org/10.1080/13218719.2020.1742242 =Last accessed on 26th December 2021,

® Brian Simpson, Challenging childhood, challenging children: Children’s rights and sexting (2013)
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known as ‘sexting'. One salient aspect of that concern is the misuse by adults of
access to children through social media to persuade or trick them into engaging in
sexualised communications™®
Sexting may also involve children sending images, videos or explicit content to
adults and vice versa. However,many cases of sexting cases involve children
willingly sharing sexual content with another child. When the sander and recipient
are both children, there are different concerns which relate to their capacity to share
the content, their criminal culpability and the impact of that behaviour on them
personally,”’
Some cases of sexting have resulted in criminal prosecution because the
transmission of sexually explicit images of children constitutes child pornography or
obscenity. A Magistrate Court in Sokoto convicted three defendants for alleged
circulation of a nude video of a girl on social media platforms. The defendants were
arrested and detained by the police after one of them allegedly circulated a video in
which he reportedly had camal knowledge of a minor in 2017 after luring the girl to
2 hotel within Sokotometropolis, where he allegedly drugged and had sex with her
and eventually recorded the act. They were charged with circulation of an 18
seconds nude video, criminal :uns-E:imcy, abatement, sale/circulation of an obscene
books, obscene and indecent act.™ The offences of indecent act were held o be
contrary to Section 171 of Sckoto State Penal Code.
In the context of digital safety, sexting links the production and dissemination of
child pornography with the issues of exposure 1o pomography and harassment,*
There are often connections made between sexting and the person concerned not
knowing about it or agreeing to it which places Thus sexting is often discussed in
the context of coercive or bullying practices,™

5. PREVALENCE OF ONLINE CHILD PORNOGRAPHY
In Africa, there is significant gap regarding the numbers and the specific groups of
children who may have been victimised online.”Similarly, it is difficult to obiain
accurale data on sexual abuse and exploitation in Nigeria due to under reporting,
The lack of global data, the inconsistency in data collection, sharing and analysis
across agencies, and the complexity of internet-facilitated crimes has made it almost

" v Symons (2018) 130 SASR 503, 506 (Kourakis c1,

" D. Moritz and L.S. Christensen (n 60)

“Mew Telegraph Mewspaper, Court sends son of Tambuwal's aide, 2 others to prison
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Accessed an 11™ November 2021,

" U, Gasser and C.N Maclsy and J.G Palfrey, "Working Towards & Deeper Understanding of Digital
Safety for Children and Young People in Developing Nations.” (2010) Harvard Law School Public
Law & Lggal Theory Working Poper Series Paper, 19
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"Anjan Bose and RenataCocears, Understanding African Children's Use of Informstion and
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impossible to accurately study and understand this crime.”” Global prevalence is
estimated by identifving online offenders, victims that can be identified, reports to
law enforcement, and identifying countries where abuse maternial is hosted and
broadcasted,
The National Centre for Missing & Exploited Children (NCMEC) is a United States
corporation whose mission 5 1o help find missing children, reduce child sexual
exploitation, and prevent child victimization. NCMEC works with families, victims,
private industry, law enforcement, and the public 1o assist with combat child sexual
exploitation. serve as the national clearinghouse and to provide a coordinated,
nationsl response to problems relating to missing and exploited children.™ In 1998,
with the help of a private donation and after starting to receive an increase in reports
relating to the online sexual exploitation of children, NCMEC created the
CyberTipline. The CyberTipline provides an online mechanism for members of the
public and electronic service providers (ESPs) to report incidents of suspected child
sexual exploitation. Since its inception, NCMEC’s CyberTipline has received
millions of reports concerning crimes against children. According to the
CyberTipline, there were 21,7 million reports of child sexual exploitation made to
the CyberTipline in 2020,
The 21.7 million reports of child sexual exploitation made to the CyberTipline in |
2020 included 65.4 million images, videos and other files. These materials contained
suspected child sexual sbuse material (CSAM) and other incident related content.
CyberTipline reports uses geographic indicators determine the location where child
sexual abuse material was uploaded. From these geographic indicators, it was
reported that Nigeria had 39,052 reports of uploaded child sexual abuse material in
2019 and 46,610 reports in 2020,

6. NIGERIAN LAW ON ONLINE CHILD PORNOGRAPHY
Due to the use of internet for the distribution of child abuse materials, it is very
important for legislation to be in line with international standard. Nigeria has a
strong legal framework in relation to child pormography with several laws and
policies that criminalise the actions of any person who publishes an obscene
material, According to the Criminal Code Act, “An article shall be deemed to be
obscene for the purposes of this Chapter if its effect taken as a whole is such as to
tend to deprave and corrupt persons who are likely, having regard to all l"‘:rl'f"""“r"t
circumstances, to read, see or hesr the matter contained or embodied in it”™ The
Act also states that “subject to the provisions of this Chapter, any person who,
whether for gain or not, distributes or projects any article deemed to be obscene for

nteragency councll against trafMicking (IACAT). Online Sexual Exploitation of Children in the
Philippines: Analysis and recommendations for Governments, Industry and Civil Society.

" Wationsl Center for Missing &  Exploited  Children{NCEMC),  History,
<hnps:/fwww missingkids.org/footer/sbout/history>Last accessed onl&™ November 2021,

™ Section 233C.
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the purpases of this Chapter, commits an offence punishable on conviction™ In the
case of Commissioner of Police, Midwest State v. Igened&Anor, The accused were
tried on charges of having in their possession  for purposes of exhibition
obscene printed matlersimagazines) with obscene pictures which tend 1o eorrupt
morals and of exhibiting material that contained obscene pictures. "
The Children and Young Persons (Harmful Publications) Act 1961 also prohibits
harmful publications. According to Section 2(2) of the Act:

This Act applies to any book or magazine which is of a kind likely to

fall into the hands of children or young persons and consists wholly

or mainly of stories told in pictures (with or without the addition of

written matter), being stories portraying;

(&) the commission of crimes

(b} acts of violence or cruelty

(c) incidents of a repulsive or horrible nature in such & way that the

work as & whole would tend 1o corrupt a child or young person into

whose hands it may fall,
In addition, the Child Rights Aet 2003 states that “a child shall not be used procured
or offered for prostitution or for the production of pornography or for any
pornographic performance™.” Section 35 also prohibits the importation of any
harmful publication
The Trafficking in Perspns (Prohibition) Law Enforcement and Administration Act,
No 24 2003 also provides that “any person who procures, uses or offers any person
for prostitution, or the production of pomegraphy, or for pormographic performance;
commits an offence and is lisble on conviction o imprisonment for fourteen YEArs
without an eption of fine.”

The laws mentioned above contain Pprovisions to combat the publication of indecent
and obscene material, However, application of these abscenity laws may not provide
relief for those children who are exploited and sbused online. The Cybercrimes Act
2015 is the only legislation with direct provisions regarding child pomography in an
cnline environment. The Act i# the first legislation in Nigeria that deals specifically
with cybersecurity issucs and was enacted into law in March 2015. The Act
harmonises the law and implements many of the substantive and procedural
provisions of the Council of Europe Convention on Cybercrime. The Act provides a
legal, regulatory and institutional framework for the prohibition, prevention,
detection, prosecution and punishment of cybercrimes in Nigeria. In line with efforns
on protecting children from online sexual exploitation and abuse, the Cybercrimes

Section 231D

™ Ayo Olanrewsju, The Law And The Media In Nigeria (Media Foundation For West Africa, 2012)
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Aet contains provisions regarding child pornography as contained in Section 23 as
follows:
(1) Any person who intentionally uses any computer or network in or
for
a) producing child pornography
b) offering or making available child pornography
¢} distributing or transmitting child pornography
d) procuring child pornography for oneself or for another person
&) possessing child pornography in a computer systém or on a
computer data storage medium
commits an offence under this Act and shall be liable-
(i) in the case of paragraphs (a), (b) and (c) to imprisonment for &
term of 10 vears or a fine of not more than N20,000,000.00 or to both
fine and imprisonment; and
(i) in the case of paragraphs(d) and (¢) of this subsection, to
imprisonment for a term of net more than 5 ycars or a fine of not
more than N10,000,000.00 or to both such fine and imprisonment.
(2} any person who knowingly makes or sends other pornographic
images to another computer by way of unsolicited distribution chall
be guilty of an offence and upon conviction shall be sentenced to one
vear imprisonment or a fine of two hundred and fifty thousand naira
or both,
(3) Any person who, intentionally proposes, grooms or solicits
through any computer system or network, to meet a child for the
purpose of!
(a) engaging in sexual activities with the child;
b) engaging with sexual activities with the child where-
i} use is made of coercion, inducement, force or threats;
ii) abuse is made of a recognised position of trust, authority, or
influence over the child, including within the family; or
iii1 mbuse is made of & particularly vulnerable situation of the child,
mental or physical disability or a situation of dependence;
¢} recruiting,- inducing, coercing, exposing, or causing a child to
participate in pormographic performances or profiting from or
otherwise exploiting a child for such purposes;
commits an offence under this Act and shall be liable on conviction
(4} the term child porography shall include pornographic material
that visually depicts-
4) & minor engaged in sexually explicit conduct;
b) a person appearing to be & minor engaged in sexually explicit
conduct; and
¢} realistic images representing & minor engaged in sexually explicit
conduct
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Although, the Act does not give a clear definition of child pornography such as
found in some international instruments, the elements of the act are clearly outlined
as required by Article 3 of the Protocol.In addition, the penalties provided under this
section are adequate enough to act as a deterrent. Section 23 of the Act recognises
the vulnerable nature of children and addresses adequately the risks associated with
online sexual exploitation and abuse. However, other laws are potentially applicable
to the address the crime as outlined, Traditional obscenity laws are still preferred in
crimes involving child pornography

Thus, the effectiveness of Cybercrime in addressing online exploitation and abuse
requires clear policy coordination and strategy in order to effectively provide the
prolection it was created to address. As it is, this researcher has not been able to
identify any prosecution of cases arising from section 23 of the Act.

While cybercrime 15 continupusly evolving, it tnkes time to update national criminal
law to prosecute new forms of online cybercrime,™ Effective legislation is essential
in the prevention of child pornography. If legislation is not up to date, the
investigation and prosecution of crimes is hindered. Due to the international nature
of the crime, perperrators can take advantage of any loopholes in legislation and
base criminal operations in countries with lax laws,

The use of the term “child pornography™ has been rejected by international
organisations, law enforcement agencies, academics and child protection
professionals because it minimises the serious form of violence, can place blame on
the child rather than on the pe%:tralm of the offence and it risks conveying that
what is occurring 15 consensual,” Despite this rejection the term child pornography
i5 still featured in various legal instruments including the Cybercrime Act.

7. OBSERVATIONS

Legislation and policy cannot achieve change without an effective system in place to

implement and enforce them. The following challenges present in the system hinder

the effective investigation and prosecution of online child pumug:rnph:.-' CHSes!:

1. Speed of internet developments; While cybercrime is continuously evelving,
it takes time to update national criminal law to prosecute new forms of online
cybercrime.Effective legislation is essential in the prevention of child
pornography. If legislation is not up to date, the investigation and
prosecution of crimes iz hindered. Due to the international nature of the

hdarco Gercke, Undprntanding Cybererime: Phemmena, Challenges And Legal Resporge (ITU,
2012) §2

NUNODC, Online Child sexual exploitation and Abuse
<https:\'www unode org'ed)en/cybercrime/module- 1 2 key-issues'online-child-sexual-explottation-
and-abusg hemb> Lest accessed on 315t December, 2021
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crime, perpetrators can take advamiage of any loopholes in legislation and
base criminal operations in countries with lax laws. Furthermore, the use of
the term child pornography as contained in the Cybercrime Act has been
rejected by international organisations, law enforcement agencies, academics
and child protection professionals because it minimises the serious form of
violence, can place blame on the child rather than on the perpetrator of the
offence and it risks conveying that what is occurring is consensual.* Despite

this rejection, the term child pornography still features in various legal
instruments including the Cybercrime Act.

i. Insufficient data regarding the scale of the problem: There is a lack of
official statistics and accurate data on investigations and prosecutions of
child pormography cases. Detailed evidence on the online exploitation of
children in Africa is extremely limited, but it may be a notable and
worsening problem in Africa given increases in internet access.” In the
course of this research, various attempts were made to obtain information
from the Cybercrime Prosecution Unit of the Attorney General's office,
Despite establishing contact, all queries remained unanswered. Also in
November of 2020, the Nigerian Police Force unveiled a portal to report
¢ybercrime activities in Nigeria. All attempts to access the website have been
unsuccessful. These issues highlight the difficulty of obtaining relevant
information on child pornography online.

8. RECOMMENDATIONS

In line with the above observations, the following recommendations are made:
i Regular reviews of existing laws; laws need to be responsive and able to
adapt quickly. Criminal acts performed by perpetrators of online child pornography
need to be addressed by existing laws. In order to avoid this scenario, it is necessary
to continuously compare the status of provisions in the national law with
requirements arising from the new kinds of criminal offences. For this reason, it is
important for the term child pornography in the Cybercrime Act be amended to child
abuse material in line with international sitandards., Although the use of thl:
terminology used may appear insignificant, it will help encompass the ever evalving
forms of child pornography on the internet if terminology aligns with international
standards. In addition, &s has been done in other jurisdictions, laws prohibiting
obscene publications can be amended to also prohibit obscene material transmitted
or downloaded through the internet.

ii. It is necessary 1o obtain adequate data on the scale of the problem, Case

studies on how law enforcement deals with online child pornography online would

provide insight and identify gaps in investigation and implementation. In addition,

HUNODC (n 79,
& frican Child Policy Forum (ACPF), Sexwal Explaitation af Children in Africa; A Silent Emergency
{ACPF, 2019) 30.
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national surveys done on children would identify and evaluate negative experiences
so that an adequate response could be formulated.

9, CONCLUSION
Online child pemography has increasingly become & feature of the sexual abuse and
exploitation of children globally, The rapid rate of development in digital
technology has increased the opportunities to produce, distribute and view child
pornography. ®The influence of the internet has contributed to the accessibility of
child pornography as well as the ease with which it is shared worldwide. Also, in
addition 1o being a means of fulfilment of deviant desires, criminals use the images
to profit from the unfortunate abuse and exploitation of children,
This paper explored the history of child pormography as well as the characteristics
and elements of the crime, It also outlined the provisions of the Cybercrimes Act
2015 regulating child pornography in an online environment. The challenges faced
in the investigation and prosecution of child pornography online were also examined
before recommendations that would help to overcome these challenges were
discussed.

Yniational Rapporteur on Trafficking in Human Beings (n 39) 21

- 302 -




