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Abstract— This review paper provides an in-depth analysis of Wireless Sensor Network (WSN) technologies in the context of 

the Internet of Things (IoT). With the widespread use of IoT, the demand for WSNs has increased tremendously, making it 

necessary to explore the technologies that enable the integration of WSNs and IoT. This paper discusses the fundamental 

concepts of WSNs and IoT, explores the challenges faced by WSNs in the context of IoT, and provides insights into the various 

applications of WSNs in IoT. The review also examines the data collection and aggregation technique used in WSNs and 

highlights the limitations of current WSN technologies. Finally, the paper concludes with recommendations for future research to 

address the challenges facing WSNs in the context of IoT and to improve the efficiency and effectiveness of WSN technologies. 

Index Terms— Wireless Sensor Network (WSN), Internet of Things (IoT), Integration, Challenges, Applications, Aggregation 

technique 

———————————————————— 

1.0  INTRODUCTION

he rapid development of wireless networking tech-
nology has greatly impacted various aspects of daily 

life. One of the most promising technologies in this re-
gard is the Internet of Things (IoT), which connects nu-
merous devices in the physical world, transforming our 
daily lives. As a result, there is a growing need for con-
tinuous communication in all areas, especially those with 
increased activity. 
The IoT is characterized as the fusion and communication 
of responsive objects or "things." The widespread use of 
IoT devices has led to the development of new technolo-
gies and applications. These devices, which include 
household appliances, security cameras, and environmen-
tal monitoring sensors, are equipped with a range of 
transceivers, microcontroller devices, and protocols to 
transmit control and sensor data needed *5+. The data 
collected from sensors and other real-time modules are 
transmitted to centralized repositories, where it is cumu-
latively stored and accessible to authorized users. The 

IoT's wireless communication technology differs signifi-
cantly from that of traditional wired or wireless network-
ing systems due to the large number of communication 
devices available *11+. Despite this, IoT-based traffic is not 
typically crucial because each IoT device senses and 
transmits data to a specific IoT server, and data generated 
by numerous objects collectively has a limited impact on 
the network's performance. As a result, IoT networks can 
operate securely and sustainably without any human in-
tervention. 
 
Wireless Sensor Networks (WSNs) are the foundation of 
the IoT-based systems that surround us and are critical to 
introducing significant improvements shortly of energy 
savings techniques *2+. The rapid technological advance-
ment of these devices has resulted in energy consumption 
issues in the information exchange, which has become 
more critical *10+. The rapid increase in communication 
and information exchange has led to unsustainable in-
creases in energy consumption and carbon emissions-
saving techniques *1+. In most applications, such as envi-
ronmental control and protection, agriculture, border 
surveillance and protection, etc., sensor nodes must oper-
ate effectively for extended periods, ranging from several 
months to years, depending on the application's require-
ments for the communication unit *21+. The energy used 
by these sensors determines how long the application will 

xxxx-xxxx/0x/$xx.00 © 200x IEEE        Published by the IEEE Computer Society 

———————————————— 

 OGALA Justin. O.  
Department of Cyber Security, University of Delta 
justin.ogala@unidel.edu.ng 
 

 MUGHELE Ese S., 
Department of Cyber Security, University of Delta 
s.mughele@unidel.edu.ng 
 

 

T 

mailto:justin.ogala@unidel.edu.ng
mailto:s.mughele@unidel.edu.ng
mailto:s.mughele@unidel.edu.ng


2 CONIMS CONFERENCE PROCEEDINGS, CASMDPR 2021 

 

last, and dead nodes can affect data reliability, device 
compatibility, and accuracy. A typical sensor node con-

sists of four main components: the processing unit, the 
communication unit, the sensing/identification unit, and 

the power supply unit *7+, *8+, as shown in Figure 1. 
 

 

 
 

Figure 1: A typical IoT-based sensor node architecture 
(Source: Healy et al., 2008; Fahmy, 2016) 

 

2.0  RELATED LITERATURE 

Here is the tabular form for some of the related literature 

for this study:                                                                       
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cepts. Applications, Experimenta-
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2008 Wireless Sensor Node hardware: A 
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Energy Based Smart Crop Field 

Monitoring and Management Sys-
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energy-based smart crop 
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Kim, H. W., & Kyue, D. 

*11+ 
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and security of IoT 
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2019 Building Reliable Routing Infra-

structure for Green IoT Network 

Design Design of a reliable rout-
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Mahakalkar, N., & Pethe, 

R. *14+ 

2018 Review of Routing Protocol in a 

Wireless Sensor Network for an 

IOT Application 
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lenge and survey 

Survey Survey on the challenges 
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3.0  ROLE OF IoT IN WSN  

Several research papers and studies have been conducted 
on the role of IoT in WSN, and this section presents some 
of the most significant literature, along with their respec-
tive in-text citations. 
 
One study focused on the design and implementation of a 
solar-powered WSN and precision agricultural (PA) net-
work using IoT architecture to enhance smart agriculture 
management systems. This study enabled real-time data 
transfers over IoT, offering farmers practical information 
about various environmental conditions such as saltwater 
intrusions, soil moisture, water levels, wet conditions, 
temperature, and the general status of the field 
*9+,*13+,*18+. 
 
Another study analysed IoT data collection and decision-
making ideas, specifically in Industrial WSNs, to enhance 
energy utilization. The study's results showed that apply-
ing the Chaotic Whale Optimization Process to WSN-IoT 
environmental activities could make the integrated sys-
tem use less energy *4+. 
 
In terms of WSN, a survey was conducted to evaluate the 
performance of routing protocols in terms of delays, en-
ergies, jitters, throughput, and packet-delivery ratios 
(PDR), using latencies, bandwidth, jitter, and delay as 
performance metrics. An algorithm was also proposed to 
improve Ad Hoc On-Demand Distance Vector (AODV) 
routing in IoT by combining the routing table and the 
internet access table into a single table *13+, *14+. 
 
Another study proposed a novel sequence of algorithms 

for cluster adaptation and rotating, a novel energy con-
sumption reduction mechanism for long-range communi-
cations, and an energy-conscious multi-user & multi-hop 
hierarchical routing protocol (EAMMH-RP) that distrib-
utes energy equally across cluster formation sensor 
nodes. The proposed protocol was tested in the Castalia 
simulator to ensure its effectiveness in various situations, 
such as packet transmission, average energy use, end-to-
end latency, and network life *17+. 
 
A protocol with a reliable routing mechanism for IoT 
sensing networks was also proposed, which included a 
clustering and multipathing strategy to minimize energy 
use and increase reliability. The new protocol was tested 
using the Castalia simulator, and the results showed the 
differences between the proposed protocol and the IoT 
that is already in use *17+, *20+. 
 
Other studies examined the routing algorithms and mod-
els in terms of their characteristics, such as minimizing 
delay, maximizing data delivery ratio, and conserving 
energy. For classification, the IoT and WSN-based IoT 
algorithms were split into two groups: energy conscious-
ness and delay; throughput, data transfer, and packet loss 
awareness *3+. 
 
Lastly, WSN systems utilize sensor nodes with an 
onboard CPU to monitor a specific area's environment. 
The sensor nodes are linked to the base station, which 
serves as the WSN System's processing hub. The WSN 
system's base station is connected to the Internet to share 
data, which can be processed, analyzed, stored, and 
mined using WSN (fig. 2) *16+. 
 

 
 

 
 

 

Figure 2: An IoT-based sensor network 

(Source: Adapted from Prakash, 2019) 
 

4.0 SOLUTIONS TO WSN CHALLENGES IN IoT 

Given the numerous challenges associated with WSNs in 

IoT, various solutions have been proposed. These solu-
tions aim to address the issues discussed in section II. 
Some of the proposed solutions include: 
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a. Real-time management: To address the issue of real-

time management, a smart data-driven middleware 

architecture can be implemented. This architecture 

will allow for the transmission of real-time infor-

mation only when a certain threshold is reached. Ad-

ditionally, an effective service gateway design can be 

implemented to reduce the amount of data that needs 

to be sent [20]. 

b. Privacy and security: To ensure privacy and security 

in WSNs, various levels of safety measures can be 

implemented. These measures are suitable for M2M 

deployments where there is already a trust connec-

tion between the server and the device [15], [18]. Ad-

ditionally, the use of a unique and effective gateway, 

as well as a key, can be employed to ensure effective 

security. 

c. Security: To address the security challenges associat-

ed with WSNs, various measures can be implement-

ed. These measures include the use of physical secu-

rity to prevent attackers from adding malicious nodes 

to the network, and blocking or capturing them. Ad-

ditionally, the use of effective security frameworks 

and malware prevention techniques can be employed 

[6]. 

d. Service Quality: To improve the quality of service in 

WSNs, techniques for load distribution can be im-

plemented. This will ensure that the burden of intel-

ligence provision is distributed among the nodes that 

have access to resources [15]. Additionally, the use of 

advanced QoS techniques can help maintain a stable 

network. 

e. Configuration: To ensure effective configuration in 

WSNs, advanced network management tools can be 

implemented. These tools will enable the network to 

self-heal by locating and removing problematic 

nodes. Additionally, they can help in creating scala-

ble networks that are easy to manage [15]. 

f. Availability: To maintain the availability of WSNs, 

encryption schemes can be employed. These schemes 

will help protect the network from hacking and other 

malicious attacks. Additionally, techniques for data 

access and modification can be implemented to en-

sure that the network remains available at all times. 

g. Data Integrity: To maintain the integrity of data in 

WSNs, advanced data management tools can be em-

ployed. These tools will enable the network to detect 

and correct any errors or inconsistencies in the data. 

Additionally, they can help in ensuring that the data 

is always accurate and reliable. 

h. Confidentiality: To ensure confidentiality in WSNs, 

advanced encryption tools can be implemented. The-

se tools will help protect the privacy of the data and 

information transmitted over the network. Addition-

ally, techniques for data sharing and access control 

can be employed to ensure that only authorized users 

can access sensitive data [15]. 

In conclusion, WSNs play a critical role in the functioning 

of the IoT. However, they also present significant chal-

lenges that must be addressed to ensure their effective 

operation. By implementing the proposed solutions dis-

cussed in this article, it is possible to address the various 

challenges associated with WSNs in IoT and ensure their 

continued operation. 

 

5.0  APPLICATION OF WSN IN IoT 

WSN has various applications in the Internet of Things 

(IoT).  

a. System Design: One of the primary applications of 

WSNs in IoT is system design. IoT sensors need to 

continually perceive the environment to convey data 

to the end user. WSN allows for the development of 

sensor networks that can accomplish this task effec-

tively. To increase the overall network lifetime, data 

communication must be performed in an energy-

efficient manner. WSN's inherent capabilities, such as 

low power consumption, make it an ideal technology 

for IoT system design [16],[21]. 

b. Home Automation: Apart from IoT system design, 

WSN has numerous other applications in IoT. Home 

automation is one such application. WSN can be used 

to develop smart homes, where all electronic devices 

are interconnected and can be controlled remotely. 

This type of home automation can provide users with 

an unparalleled level of comfort and convenience. 

c. Weather Monitoring: Weather monitoring is another 

application of WSN in IoT. WSN can be used to de-

ploy weather monitoring systems that can monitor 

various environmental parameters, such as tempera-

ture, humidity, and air pressure. This information 

can be used to provide real-time weather forecasts 

and alerts. 

d. Used in Agriculture: WSN can also be used in agri-

culture to monitor crop growth and soil moisture lev-

els. By deploying WSN-based systems, farmers can 

remotely monitor crop conditions and take appropri-

ate action, such as adjusting irrigation and fertiliza-

tion schedules, to optimize crop yields. 

e. Biomedical Patient Monitoring: Biomedical patient 

monitoring is another application of WSN in IoT. 

WSN-based patient monitoring systems can be used 

to remotely monitor patients' vital signs and other 

health parameters. This type of system can be partic-

ularly useful for patients with chronic illnesses who 

require regular monitoring. 
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f. WSN-based Surveillance Systems: WSNs can also be 

used in surveillance and monitoring for security pur-

poses. WSN-based surveillance systems can be de-

ployed in public spaces, such as airports and train 

stations, to monitor suspicious activities and identify 

potential threats. 

g. Landslide Detection: Landslide detection is another 

application of WSN in IoT. WSN-based systems can 

be used to monitor soil moisture levels and detect po-

tential landslide risks. This information can be used 

to take preventive action, such as evacuating resi-

dents, in the event of a potential landslide. 

h. Noise Level Monitoring: Finally, WSN can be used 

to monitor noise levels in the environment. This type 

of monitoring can be particularly useful in urban are-

as, where excessive noise levels can have a detri-

mental impact on public health. 

In conclusion, WSN has numerous applications in the 
Internet of Things, including IoT system design, home 
automation, weather monitoring, agriculture, biomedical 
patient monitoring, surveillance and monitoring for secu-
rity purposes, landslide detection, and noise level moni-
toring. WSN's inherent capabilities, such as low power 
consumption and reliable data communication, make it 
an ideal technology for these applications. 
 
6.0 DATA COLLECTION AND AGGREGATION 
TECHNIQUES IN WSNs 
 
6.1. Data Collection Techniques 
Data collection is a critical component of WSNs, as it in-
volves the collection of data from multiple sensors de-
ployed in various environments. There are two main data 
collection techniques used in WSNs: centralized and de-
centralized. 
 

a. Centralized data collection involves transmitting all 

the data collected by the sensors to a central node or 

gateway for further processing and analysis. This 

technique is useful for applications where real-time 

data is not required and where the focus is on long-

term data analysis. 

 

b. Decentralized data collection, on the other hand, in-

volves distributing the data collection and processing 

tasks among the different sensors in the network. 

This technique is useful for applications where real-

time data is required and where the focus is on short-

term data analysis. 

 
6.2. Aggregation Techniques 
Aggregation is the process of combining multiple data 
points collected by different sensors to create a single, 
aggregated value. There are several aggregation tech-
niques used in WSNs, including: 

 

a. Spatial aggregation: This technique involves combin-

ing data from multiple sensors that are geographical-

ly close to each other. This technique is useful for ap-

plications where the focus is on obtaining an overall 

picture of a particular environment or area. 

 

b. Temporal aggregation: This technique involves com-

bining data collected at different time intervals to ob-

tain an overall picture of the environment over a 

longer period. This technique is useful for applica-

tions where the focus is on identifying trends and 

patterns over time. 

 

c. Hybrid aggregation: This technique involves com-

bining spatial and temporal aggregation techniques 

to obtain a more comprehensive view of the envi-

ronment. This technique is useful for applications 

where the focus is on both short-term and long-term 

data analysis. 

 

d. Compressive sensing: This technique involves com-

pressing the data collected by the sensors before 

transmission to reduce the amount of data that needs 

to be transmitted. This technique is useful for appli-

cations where the focus is on energy efficiency and 

reducing the amount of data transmitted over the 

network. 

Conclusion: Data collection and aggregation are critical 
components of WSNs, and their integration with IoT 
technologies is essential for the effective functioning of 
these networks. There are several data collection and ag-
gregation techniques used in WSNs, each with its ad-
vantages and disadvantages. Understanding these tech-
niques is crucial for the development of efficient and ef-
fective WSNs that can support the growing demand for 
IoT applications. 
 

7.0 CONCLUSION 

The advancement of computer technology has facilitated 
the development of WSNs, which are capable of constant-
ly sensing the necessary parameters. In recent years, IoT-
based WSN systems have garnered significant attention. 
However, due to limited bandwidth, power, and re-
sources, these systems face challenges with the point-to-
point transmission. An excellent solution to this problem 
is data collection.  
The analysis of vital data using less energy is a crucial 
issue in sensor networks. Consequently, different data 
aggregation algorithms have been developed, as dis-
cussed in this work, to reduce power consumption. This 
study reviews existing literature on the function of IoT in 
WSN and presents various data aggregation strategies 
proposed in previous works. The primary objectives of 
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data-gathering approaches are to ensure network securi-
ty, enhance the quality of service (QoS), and conserve 
energy. 
 

8.0 LIMITATIONS AND RECOMMENDATIONS 

While WSNs and their applications in IoT have shown 
great potential, there are still several limitations and chal-
lenges that need to be addressed. Some of these limita-
tions include: 

1. Limited Network Capacity: WSNs have limited ca-
pacity due to the small size of nodes, limited pro-
cessing power, and memory. This limitation affects 
the amount of data that can be transmitted and the 
range of the network. 

2. Security Challenges: WSNs are vulnerable to differ-
ent types of security threats such as jamming attacks, 
eavesdropping, and denial of service attacks. There-
fore, there is a need to develop effective security 
mechanisms that can protect these networks from 
various types of attacks. 

3. Energy Efficiency: Energy efficiency is critical in 
WSNs as nodes are typically battery-powered. Data 
aggregation techniques can help reduce energy con-
sumption, but there is still a need for more energy-
efficient protocols and algorithms. 

4. Reliability: WSNs are often deployed in harsh envi-
ronments and remote locations where maintenance is 
difficult. Therefore, these networks need to be relia-
ble and resilient to ensure continuous operation. 

To address these limitations, several recommendations 
can be made: 

1. Develop more energy-efficient algorithms and proto-
cols that can help reduce the energy consumption of 
nodes in WSNs. 

2. Enhance the security of WSNs by developing effec-
tive security mechanisms that can protect these net-
works from different types of attacks. 

3. Increase the network capacity of WSNs by develop-
ing more powerful and efficient nodes and improv-
ing communication protocols. 

4. Explore new applications and use cases for WSNs in 
different industries and sectors. 

5. Conduct more research on WSNs and IoT to improve 
the understanding of these technologies and develop 
new solutions that can address the existing challeng-
es. 

In conclusion, while WSNs and IoT have great potential, 
there are still several limitations and challenges that need 
to be addressed. By addressing these limitations and im-
plementing the recommendations mentioned above, 
WSNs and IoT can become more reliable, secure, and en-
ergy-efficient, and can enable new and innovative appli-
cations and use cases. 
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