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1. INTRODUCTION

The internet’s birth also witnessed the ever-increasing need for its users to stay connected via
enabling support devices. However, such a need to stay connected and share data with other users within and
outside of the user’s locality has continued to open up many such users on a larger scale, to avenues of
exploitation that can be harnessed by adversaries via threats and cyber attacks [1], [2]. This consequently has
birthed the social media websites that have today, continued to gain great and significant popularity over the
years, with over a 3.484 billion users worldwide reported in 2019 [3]. As users connect and perform many
other feats over such media, they become more prone to threats and attacks of various forms. These attacks
(many of which, socially-engineered today) reveal how vulnerable and susceptible a connected user is over
the network-as the attacks are designed to exploit system errors and behavioral traits resulting from relations
and operations between users. An adversary seeks to exploit an unsuspecting user as its victim and weakest
link within the network. These amongst others are the reason(s) for which socially engineered attacks will
continue to rise [4], [5].

Adversaries seek to compromise a potential victim and often succeed based on the target’s (potential
victim’s) judgment rather than considering the security measure in place on the victim’s network [4], [6]. The
first quarter of 2018 witnessed a launch of fake Facebook pages with 60% of phishing attacks on social
media networks and later on, in 2019, phishing on both Instagram and Facebook among others saw a 74.7%
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